MWHOBPHAYKU POCCUU
®EOEPANBHOE MOCYOAPCTBEHHOE BIO[PKETHOE OBPA3OBATE/TbHOE YYPEXXKOEHUE
BbICLLIEFO OBPA30OBAHUA
«BOPOHEXXCKWUW rOCYOAPCTBEHHbIA YHUBEPCUTET»
(Preoy BO «BI'Y»)

«YTBEpXaao»
3aseaytowmmn kacpegpon TO n 31

«03» maga 2023 r. A.A. CupoTta

PABEOYASA NPOrPAMMA YYEEHOW OUCLUUMNNUHbBI
51.0.46 OcHoBbl ynpaBneHus MHdpopmMaLMOHHOM 6e30NacHOCTLIO

1. Koa v HaumeHOBaHMe HanpaBfieHUsi NOAroToBKMU / cneunanbHOCTU:
10.03.01 NHdopmaumoHHas 6e3onacHOCTb

2. Mpodunb noaroToBKM / cneunanusaymsi/marucrepckas nporpamma:
Be3onacHOCTb KOMMNBIOTEPHBIX CUCTEM

3. Keanudmkauusa (cteneHb) BbINyCKHUKA:
Bakanasp

4. dopma obyyeHUA:
OuyHas

5. Kacheppa, oTBevarLwasn 3a peanmsaumo AUCLUNIIUHBI:
Kadbenpa texHonormnn obpaboTtku 1 3awmTbl MHpoOpMaLumm

6. CoctaBuTENM NporpamMmmbi:
Bsanbix Cepren ApneBud, KaHOMAAT TEXHUYECKUX HayK

7. PekomeHOgoBaHa:
npotokon HMC ®KH Ne 7 ot 03.05.2023 r.

8. YuebOHbIM ropa: 2026-2027 Cemectp(bl): 7



9. Uenu n 3agaum y4e6HOM AUCLUUNIIUHDI

Lienamun ocBoeHns y4ebHOM ANCUMNIINHBI ABASOTCS:

n3y4deHne OCHOB M OBnageHne NpakTU4EeCKMMIN HaBblkaMu NIIaHMPOBaHWS, pa3Bep-
TbiBaHWUS N NOAAEPXaHMSA KOMMIEKca pernameHToB 1 npouenyp, HanpasreHHbIX Ha MUHK-
MU3aLMI0 PUCKOB HapylleHus nHgopMaumoHHon 6e3onacHoCcTn npu paspaboTke, conpo-
BOXOEHUN N NPOEKTUPOBAHUN MH(POPMALMOHHBIX CUCTEM Pa3fIMYHOrO Ha3Ha4eHus; Nony-
YeHne NpoeccrmoHarnbHbIX KOMNETEHUUIN B 06NacTN COBPEMEHHbIX TEXHONOrMM 06paboTkm
N 3anTbl MHOpMaLUUMN.

3agayv ANCUUNIUHBI:

- OCBOEHWe CTygeHTaMu NonoXeHun n TpeboBaHni, COBPEMEHHbBIX HOPMATUBHO-
MEeTOAMYECKNX AOKYMEHTOB, perfnameHTUpyroLwmnx mepsbl, obecnednsatoime MHPopMaLmoH-
Hyto 6€30NacHOCTb NMHPOPMALMOHHBIX CUCTEM PA3NNYHOIO Ha3HAYeHUS;

- dopMmnpoBaHune NpeacTtaBneHns o cMcTtemMe yrnpaBreHnsa MHpopMaunoHHoN 6e3s-
ONacHOCTbIO B OpraHmn3aumnu;

- OBMajeHve npakTU4ecKMMn HaBblkamMn pas3paboTku CUCTEMbl JOKYMEHTOB, pe-
rmameHTupytowmnx TpeboBaHna n mepbl, obecnevmsarome MHPOPMaLNOHHYO Gesonac-
HOCTb B MH(POPMAaLIMOHHbIX CUCTEMAX Pa3fIMYHOro Ha3Ha4YeHUs, paspaboTkn Moaenu yrpos,
BbISIBNEHNSA 1 aHanm3a pMCKOB MHpOpMaLMOHHON 6e3onacHOCTH;

- (bopmupoBaHue npencrasneHnsa o npouenypax niaHMpPOBaHUS U NPaKTUYECKOM
peanusauun NpoLLeCccoB, HaNpaBeHHbIX HA MUHUMU3ALMIO PUCKOB MHGOPMaLMOHHON be3-
ONacHOCTU M KOHTPOMS BbIMOSTHEHUS Mep MO 3awuTe MHPOPMALMOHHBLIX CUCTEM, pasnuy-
HOro HasHayeHus.

10. MecTo yyebHOM AncuMNNUHbLI B cTpyKType OOI:

OucumnnnuHa otHocuTes K 6noky 51.0 obs13aTenbHbIX AUCLUMNIIVH.

[nsa ycnewHoro oCBOEHUsT ANCUMNINHBI HEO6X0aMMbI BXOAHbIE 3HAHUA B obnacTtu
OCHOB MH(OpMauUMoHHON 6e30MacHOCTK, NPOrpaMMHO-annapaTHbIX CPeacTB 3alunTbl UH-
dopmMaumm, kpuntorpamyecknx MeTogoB 3almTbl MHOPMaLMKN, OpraHN3aLMoOHHO 1 Npa-
BOBOM obecneveHnn nHopmMmaunoHHon 6e3onacHoCTu.

11. MnaHnpyemble pe3ynbTaTbl 06y4eHUA No AucuMNInHe/Moay o (3HaHUA, YMEeHUA,
HaBbIKK), COOTHECEHHbIe C NNaHupPyeMbIMU pe3yrnbTaTaMu OCBOeHUsl obpasoBaTtesb-

HOM NporpaMmmbl (KOMMETEHLUAMMU) U UHAUKATOPaAMMN UX BOCTUXKEHUA:

Kog | HasaHue komne- | Kop(bl) UHankaTop(bl) MnaHupyemble pesynbTaTtbl 00y4e-
TEHLMU HUS
OrlK | CnocobHocTb npu- | OlK- | 3HaeT OCHOBbl: POCCUIACKON | 3HaTb:

-5 MEHSATb HOpMaTuMB- 51 NpaBOBON CUCTEMbI U 3aKOHO- OCHOBbl POCCWUICKOW MpaBoOBOU
Hble npasoBble JatenbcTBa, MNpaBOBOro CTa- | CUCTEMbl U 3aKOHOAATeNbLCTBa, Npa-
aKkTbl, HoOpMaTuB- Tyca fIMYHOCTU, OpraHM3aLmm 1 | BOBOro ctatyca fNMYHOCTU, opraHu-
Hble U MeToauye- OEATENbHOCTU OpraHoB rOCy- | 3auum W [eATenbHOCTM OpraHoB
CKue [OKYMEHTHI, AapcTBeHHon Bractu B Poc- | rocyaapcTBeHHown Bnactu B Poccuin-
perrnameHTupyto- cuiickon Pegepaumu; ckon depepauuu;
wue neartenb- OrlK- 3HAET OCHOBHbIE MOHATUA U Xa- OCHOBHbIE MOHATUS U XapakTepu-
HOCTb MO 3awuTe 5.2 PaKTEepPUCTMKY OCHOBHBLIX OT- | CTUKY OCHOBHbIX OTpacnen npasa
WHpopmaLum B pacnei npaea NpYMeHsieMbIX B | MPUMEHSAEMbIX B MpodeccuoHarns-
cthepe npodpeccu- npodeccuoHanbLHo AesaTenb- | HON AeATENbHOCTU OpraHM3aumy,;
OHarbHoW aes- HOCTW opraHusaumu,; OCHOBBbI 3akoHopaTtenbcTBa Poc-
TenbHOCTH OrnnK- 3HaeT OCHOBbI 3akoHofaTenb- | cuiickon ®edepauun, HOpMaTUBHbIE

5.3 ctBa Poccuinckon degepaumm, | NpaBoBble aKTbl, HOPMaTUBHbIE U
HOPMaTUBHbIE NPaBOBbIE aKTbl, | METOAMYECKME [JOKYyMEHTbI B 0bna-
HOPMaTUBHbIE U MeToanYeckne | CTM MHOPMaLMOHHON Ge3onacHo-
LOKYMEHTbI B 0611acTu uHgop- | CTV 1 3aluTbl MHGOopMaLmu, Npaso-
MaLMOHHOW 6e30nacHOCTM U | Bble OCHOBbI OpraHusauuy 3almTbl
3aWmnTbl UHpopMaLIMK, NPaBo- | FOCYAAPCTBEHHON TalHbl U KOHU-
Bble OCHOBbl OpraHusauuu 3a- | AeHuuansHon nHdopmaLlmm, npaso-
LLMTBI rOCYAaPCTBEHHOW TalHbl | BYIO XapakTepucTuKy NpecTynmneHun




M KOH(maeHumaneHon mHdop-
MauuKn, NpaBoOBYI XapakTepu-
CTUKY MpecTynneHun B cdepe
KOMMbIOTEPHOW UHpopMaLm u
Mepbl NPaBOBOW W AUCUUNNK-
HapHOW OTBETCTBEHHOCTWN 3a
pasrnaweHve  3awumiiaemon
MHd OopMaLInK;

OrK-
54

3HaeT npaBoBbleé OCHOBbI Opra-
HMU3auun 3awntbl nepcoHallb-
HbIX AaHHbIX N OXpaHbl pe3yJib-
TaToB MHTeﬂﬂeKTyaﬂbHOVI nea-
TEJIbHOCTH;

B cdhepe KOMMNbIOTEPHON NMHpopMa-
LUUM 1 Mepbl MPaBOBOM U AUCLMNSN-
HapHOW OTBETCTBEHHOCTM 3a pas-
rnaweHue sawmuaemon nHgpopma-
unn,

NpaBOBbIE OCHOBbLI OpraHn3aLuu
3alMTbl NEePCOHanbHbIX AaHHbIX W
OXpaHbl Pe3yrnbTaTOB WHTENNEeKTY-
anbHOWN AesATeNbHOCTH.

OrnK-
55

ymeeT 0OOCHOBLIBATbL pelle-
HUS, CBA3aHHble C peanusa-
uMen npaBoOBbLIX HOPM MO 3a-
lwmTe uHopmaumm B npege-
nax [oOMKHOCTHbIX 006s13aHHO-
cTeun, npeanpuHMMaThb

OrK-
5.6

yMeeT aHanu3upoBaTb U pas-
pabatbiBaTb NPOEKTHbI rloKarnb-
HbIX MPaBOBbIX aKTOB, MHCTPYK-
LW, pernameHToB 1 opraHunsa-
LIMOHHO-pacnopaauTenbHbIX
OOKYMEHTOB, pernameHTupyto-
lWmx paboTy no obecneyeHuto
MHpopMaunoHHo GesonacHo-
CTV B OpraHvsauuu;

OrK-
5.7

ymeeT hopMynmMpoBaTh OCHOB-
Hble TpeboBaHWs Npu NULEH3N-
poBaHMM OeATENbHOCTM B 0O-
nactu 3awmtbl MHopMaumu,
ceptudukaumm un arrectaumm
no

OllK-
5.8

ymMeeT (hOpMynnpoBaTb OCHOB-
Hble TpeboBaHMA no 3awmTe
KOHunaeHumanbsHon  MHdop-
MaLuu1, NepcoHarnbHbIX AaHHbIX
N OXpaHe pe3ynbTaToB WHTEr-
nekTyanbHOW OeATENbHOCTU B
opraHusaumu;

YmMeTb:

000CHOBbIBaTb peLleHnsi, CBs-
3aHHbIEe C peanu3aumen NpaBoBbIX
HOpPM MO 3awwuTe MHopmMauun B
npegenax AOMKHOCTHbIX 06593aHHO-
cTen, npeanpuHumaTtb Heobxoau-
Mble Mepbl MO BOCCTAHOBIEHMWIO
HapyLUEHHbIX Mpas.;

aHanuampoBaTb W paspabartbl-
BaTb MNPOEKTbl JIOKaINbHbIX MpaBoO-
BbIX aKTOB, UHCTPYKUWUIA, pernameH-
TOB W OpraHu3aumoHHO-pacnopsau-
TenbHbIX JOKYMEHTOB, pernameHTu-
pyrowux paboTty no obecneveHuto
nHdopmaunoHHon 6esonacHoOCTM B
opraHusaumu;

dopmMynmMpoBaTb OCHOBHbIE Tpe-
©oBaHWs Npy NULEH3NPOBaHUN Aes-
TEenbHOCTU B obnactu 3awmTbl UH-
dopmauuun, ceptudmnkauumn n aTte-
cTtauum no TpeboBaHusm Gesonac-
HOCTU UHbopMaLnK;

dopMynnpoBaTb OCHOBHbIE Tpe-
foBaHus no 3awmTe KoHMaeHUn-
arnbHoM MHdOopMauuK, nepcoHarnb-
HbIX JaHHbIX U OXpaHe pe3ynbTaToB
WHTENNEKTyansHON [eATenbHOCTM
B OpraHusaumm.

BnapeTb:

NpakTU4eCcKMMM HaBblkaMu dop-
MupoBaHusi TpeboBaHui Gesonac-
HOCTM MWHcpopMauum aOns pasnuu-
HbIX KITACCOB U YPOBHEN 3allMLLEeH-
HOCTU MH(POPMALIMOHHBIX CUCTEM.

OriK

CnocobHocTb npu
peLleHnn npodgec-
CVOHarmbHbIX  3a-
Jay opraHuM3oBbl-
BaTb 3aWMUTy WH-
dopmauumn  orpa-
HUYEHHOTO no-
cTyna B COOTBET-
CTBWM C HOpMaTUB-
HbIMW MPaBOBbLIMU
aktamu,  Hopma-
TUBHLIMW U METO-
ONYECKMMU  [OKY-
MeHTamn  Pepe-
panbHOW  CRny0bl
6esonacHocTn

OllK-
6.1

3HaeT cuUcTeMy HOpPMaTUBHbLIX
NpaBoOBbIX aKTOB U CTaHOApPTOB
no nuueH3npoBaHuiO B obOna-
CTK obecneyeHns 3aluTbl roc-
yOApCTBEHHOW TaWHbl, TEeXHW-
YeCcKon

OrK-
6.2

3HaeT 3aaun OpraHoB 3aLUMWTI
rocygapCTBeHHOM TalHbl WU
cnyx6 3awnTtbl MHOpMaLmu
Ha NpeanpuUsATUAX;

OllK-
6.3

3HaeT CUMCTeMY OpraHuM3aLuoH-
HbIX Mep, HanpaBreHHbIX Ha 3a-
LWUTY MHDOpMALK OrpaHnYeH-
Horo goctyna

3HaTb:

CUCTEMY HOPMaTUBHBLIX MpaBo-
BbIX aKTOB M CTaHOapPTOB MO NULEH-
3upoBaHuio B obrnactu obecneye-
HMA  3aWwuTbl  FrOCy4apCTBEHHOM
TalHbl, TEXHWYECKOWN 3aliuTbl KOH-
dugeHuynansHoM uHgopmaumm, no
aTTecTtauum obbEKTOB MHpopmMaTh-
3aumm n ceptTmdmkaLmm cpeacTs 3a-
LWNTbI MHCpopMaLmK;

3aja4n OpraHoB 3alUuTbl rOCY-
[ApCTBEHHOW TaWHbl U Cryx6 3a-
WUTbl MHOPMauuK Ha npeanpus-
TUSX;

CUCTEMY OPraHM3aLMOHHbIX Mep,
HanpaBIieHHbIX Ha 3alnTy MHAGOP-
MaLMM OrpaHNYeHHOro 4oCcTyna;




Poccuiickon  ®e- | OTK- ymeeT paspabartbiBaTb MNpo- | YMeTb:
aepauun, Pege- | 6.4 €KTbl MHCTPYKUWKN, pernameH- paspabatbiBaTb NPOEKTbl  WH-
panbHOW Cnyx06bl TOB, MOMOXEHUA W MPUKaA30B, | CTPYKUMIW, pPernameHToB, MNOMoXe-
No TEXHWYECKOMY pernaMeHTUpyloLWnx  3aWwmTy | HUA U NPUKa30B, pPernameHTupyto-
n SKCMOPTHOMY WHOPMALMM  OFPaHUYEHHOrO | LWMX 3awwmnTy MH(opMauum orpaHu-
KOHTpOMIo JocTyna B opraHnsaumm YeHHOro AoCTyna B opraHusaumu;
OlK- yMeeT onpeaenutbs NONUTUKY onpegenuTb NONMTUKY KOHTPONS
6.5 KOHTpOns AocTyna paboTHUKOB | AOCTyna paboTHMKOB K WMHopMma-
K UHbopMaLMM OrpaHUYEHHOro | LMK orpaHUYeHHOro 4ocTyna,
goctyna opMynnpoBaTb OCHOBHbIE Tpe-
Or1K- ymeeT hopMynupoBaTh OCHOB- | 60BaHus, NpeabasnsemMble K huUsn-
6.6 Hble TpeOoBaHUsA, NpeabaBNs- Yyeckown 3amuTe obbekTa 1 NPonyck-
eMble K (u3nyeckon 3salmTte | HOMY pexumy B opraHusauumu.
obbekta M nponyckHomy pe- | Bnagerts:
XXMMy B OpraHu3auunm npakTM4eckMMmn Hasblkamy hopMu-
poBaHWs KOMMMEKCHOro noaxoda K
obecnevyeHnto  MHPOPMALMOHHOM
BesonacHOCTM 06bEKTa 3aLUMUTDI.

OlNK | Cnoco6HocTb B ka- | OlK- 3HaeT nNpaBOBble OCHOBbI opra- | 3HaTb:

-10 yectBe TexHuye- | 10.3 HM3auuKn 3awmTbl NepcoHarnb- NpaBOBbIE OCHOBbLI OpraHu3aLuu
cKoro cneumanu- HbIX AaHHbIX Y OXpaHbl pe3ynb- | 3alMTbl NEPCOHANbHbLIX AaHHbIX W
cTa NPUHUMATb TaTOB WHTEMNEKTyanbHOW Aes- | OXpaHbl pe3yrnbTaToB MHTENNeKTY-
yyacTtue B oopmu- TENbHOCTU anbHONM OesTeNbHOCTY;
poBaHum nonu- | OlK- 3HaeT npuHUMnbl hopMmnposa- NPUHLUMIMBLI hOpMUPOBAHUA NOMKU-
TUKM WHpopmauwm- | 10.4 HUA MONUTUKM MHOPMALMOH- | TUKM MHOPMaLMOHHON 6e3onacHo-
OHHOW 6e3onacHo- Hon 6e3onacHOCTM opraHusa- | CTV opraHusauuu.

CTW, OpraHu3oBbI- Lmu YMeThb:

BaTb M Noadepxu- NpoBOAWTL pas3paboTKy NONNTUKN

BaTb BbINOJIHEHME WHpopmaumoHHon  6e3onacHoOCTH

KoMnrekca mep no ONS pasnuyHbIX BapnaHToB NOCTPO-

obecneyeHnto uH- €HNs 3aLLUMLLEHHBIX MHAOPMAaLMOH-

dopMaLMOHHON HbIX CUCTEM;

6e3onacHocTwy, Bnapgetb:

ynpaensaTe  Npo- HaBblkaMn  POPMUPOBAHUA U

LLleccom ux peanu- HaCTPOMKM  JIOKaNbHOW  MONUTUKK

3auum Ha obbekTe fOesonacHocT oObekTa 3awuThbl

3aLUMThI; ONS TMNOBbLIX pelleHun n Tpebosa-
HUA.

OrlK | CnocobHocTb npo- | OlK- 3HaeT npuHUmMnbl dopmnpoBa- | 3HaTb:

-12 BOOUTH nogro- | 12.1 HUA MONMUTUKN WHMOPMaLIMOH- NPUHLMMNBLI POPMUPOBaHUSA NOMN-
TOBKY  MCXOAHbIX How 6e3onacHoCTK B MHApOpMa- | TUKM MHOPMaLMOHHON BesonacHo-
OaHHbIX AN npo- LIMOHHbIX CUCTEMAX; CTN B MH(POPMALIMOHHBIX CUCTEMAX;
ekTmpoBaHus nog- | OMK- 3HaeT MpUHUMNbI OpraHu3aummn NPUHUMMBLI opraHmn3auun MHgop-
cucTeMm, CpeacTts | 12.2 MH(OPMALMOHHBIX CUCTEM B | MAUMOHHbLIX CUCTEM B COOTBETCTBUU
obecneyeHus 3a- COOTBETCTBMU C TpeboBaHusaMM | ¢ TpeboBaHMAMU NO 3aLmUTe MHAOP-
WMTbl  MHdOpMa- no 3awmTe nHgopmaumu; Mauun.
umm n ana Tex- | OllK- ymeeT onpefenats uHdgopma- | YmeTb:

HWKO-3KOHOMUKYe- | 12.5 LUMOHHYIO MH(PacTpyKTypy W onpefenate  MHOPMAaLMOHHYIO

ckoro obocHoBa- WHOPMALMOHHBIE  pecypcbl | MHPPACTPYKTYpPY U MHAOPMAaLMOH-

HWsi COOTBETCTBY- opraHusauum, nognexaiiue 3a- | Hble pecypcbl opraHm3auum, nogne-

OWNX MPOEKTHbIX wuTe; »Kaulme 3aluTe;

peLLeHuni OrK- yMeeT aHanusmpoBaTb nokasa- aHanusupoBsaTtb MokasaTenu ka-
12.6 Tenn KadectBa W KpPUTEpUM | YECTBA U KPUTEPUU OLIEHKN CUCTEM

OLEHKN CUCTEM U OTAENbHbIX
MEeToOOB M CpeacTB 3aluThbl
WHopmaunu;

W oTAenbHbIX MeTOoO4OB U CpeacTs
3aWmTbl UHGOPMaLUK;

BnapeTb:

HaBblkaMW  KOHTPOSi  KOMMJeKca
mMep 6e3onacHocTn nHdopMaumm Ha
3awmaeMoM obbekTe C y4eTOM
TpeboBaHWA PYKOBOASALLUMX WU HOP-
MaTUBHbIX JOKYMEHTOB.

12. O6bemM gucuUNIIMHbI B 3a4eTHbIX eanHMuax/yac — 4/144.
dopma NpOMEXYTOHYHOMN aTTEeCTALMMN: IK3aMEH.




13. TpyaoeMKoCcTb NO BUAaM y4e6HOM paboThbl

TpynoemMkocTb
Bug yuebHown paboTbl Bcero Mo cemecTtpam
Ne cemecTpa 7 Ne cemecTtpa
AyanTOpHbIE 3aHATUA 68 68
nexkumnmn 34 34
B TOM YuUChe: nabopartopHble 34 34
KOHTPOSb 36 36
CamocTosTenbHas paborta 40 40
B TOM 4ymcne: KypcoBasa pabota
(MpoekT)
dopma NPOMEXYTOYHOM aTTecTaumnn
(3k3ameH — 4ac.)
WToro: 144 144

13.1. CopepxaHue AUCLUUNIIUHbI

Peanunzauus
pasgena guc-
Ne HavumeHoBaHue LMNIIVHBI C
CopaepxaHve pasgena gUCLMNINHbI
n/n pasgena oUcuUMnmHbl MOMOLLbIO OH-
nanH-kypca,
OYMK*
1. Nlekuun
1.1 Cuctema ynpaBneHus uH- 1. BeegeHue. Cuctema ynpasneHus mHgopmaumnoH-
dopmaumnoHHon Besonac- | Hon 6e30MacHOCTLIO.
HOCTbIO 2. Mogenb paspaboTtku, BHeapeHusi, PyHKLMOHUPO-
BaHWS, MOHUTOPUWHIa, aHanu3a, NoAAEPXKKM 1 yrnydLleHuns
CUCTEMBI ypaBneHus MHopMaumoHHon 6e30nacHoOCTL.
1.2 "ocypapcTBeHHas WH- 3. locypapctBeHHas  MHOpMauuoHHas  CUCTEMa,
dopmMaLmoHHasa cuctema, | Knaccbl 3amWwEHHOCTN MHPOPMALMOHHOW CUCTEMBI.
Knaccbl  3alWULLEHHOCTU 4. TpeboBaHwusi 0 3amTe MHOPMaLMK, HE COCTaBISA-
MHdOPMaLIMOHHON Cu- | 1oLLEeln rocydapCTBEHHYIO TalHy, coepXallencsa B rocy-
CTEMbI OapPCTBEHHbIX MHPOPMALMOHHBIX CUCTEMAX.
1.3 OGecneyeHne ©Gesonac- 5. MNoHsITMe kaTeropmm nepcoHasnbHbIX AaHHbIX. M eé
HOCTU nepcoHasnbHbIX | HOPMAaTMBHO-MPABOBOE PErynnpoBaHme.
AaHHbIX npu  ux obpa- 6. OCcHOBHbIe aTanbl opraHusauum obpaboTkm n obec-
boTke B UMHdOPMaLMOH- | NevyeHnss 6e3onacHOCTN NePCOHarnbHbIX AaHHbIX.
HbIX CUCTEMax 7. OnpegeneHve ypoBHS 3aLUMLLEHHOCTU NepcoHarb-
HbIX AaHHbIX U Knaccudukauna MHOOPMAaLMOHHbIX CU-
CTeM NnepcoHanbHbIX AaHHbIX.
8. dopmunpoBaHue NoONMUTUKN B OTHOLLEHM 06paboTkM
NepCcoHanbHbIX JAHHbIX.
9. ®opmMmupoBaHue 0bnmka 1 BHeapeHne CUCTEMbI 3a-
LWNTbI NePCOHAnNbHbIX AaHHbIX.
10. OueHka ahbpeKkTMBHOCTN NPUHMMAEMbIX Mep 3a-
LUMTBI NEepPCOHanbHbIX AaHHbIX B UHPOPMALMOHHbLIX CU-
cTemMax nepcoHasbHbIX AaHHbIX.
11. ObecneyeHne 3alMTbl NEPCOHANbHBLIX AaHHbLIX B
XOZ€e JKcnnyaTauum U Npu BbIBOAE U3 3KCMNyaTauumn uH-
hOpMaLMOHHON CUCTEMbI NEPCOHANBHBIX AAHHbIX.
1.4 TpeboBaHus 6es3onacHo- 12. Kpuntorpadudeckne cpeacrtea 3awmTbl MHAOP-

CTW UHOpMaLUn rnpu uc-
nonb3oBaHUN KpurnTorpa-
dumyeckmx cpencts  3a-
LWNTBI

Mauuu.

13. MNpwukas ®CBb Ne 378 ot 10 mona 2014 r. «O6
YTBEPXXAEHMM COCTaBA U COAEPXKaHMSA OpraHM3aLMOHHbIX
N TEXHUYECKNX Mep No obecnedeHnto 6e3onacHoCTy nep-
COHarbHbIX AaHHBIX MpU MX 00paboTke B MHGOPMALMOH-
HbIX CMCTEeMax MepCcoHanbHbIX AaHHbIX C MCMONb30Ba-
HMEM cpeacTB KpunTorpacmyeckon 3almTbl MHOpMa-
unn, HeobXxoaMMbIX ANs BbINOSHEHUS] YCTAaHOBMEHHbIX
MpaButenbctBoMm Poccuiickon ®enepaunn TpeboBaHuin
K 3alimMTe NepcoHarnbHbIX AaHHbIX SIS KaX40ro u3 ypoB-
HeW 3aLMLLEHHOCTUY.




1.5 Mogenn yrpo3 6esonac- 14. MeTtoauka onpegerneHus yrpo3 6e30nacHoOCTU UH-

HOCTU MHpbopMaLnK. dhopmaLmn B UHHOPMALIMOHHbLIX CUCTEMAX.
15. Mogenb HapywmTens.
16. Mogenb yrpo3 6e3onacHoCT! nHopmaumm.

1.6 Opranunsaumnss obpaboTkm 17. OpraHusanmsa o6paboTkn nepcoHanbHbIX AaHHbIX
nepcoHarnbHbIX AaHHBIX U | B OpraHax rocygapCTBEHHOM BNacTh U MECTHOro camo-
obecneyeHne Ge3onacHo- | ynpasreHus.

CTV MHdOpMaLUU.

1.7 KoHTponb  BbINOMHEHMS 18. KoHTponb BbinonHeHuss TpeboBaHui no obecne-
TpeboBaHuni no obecne- | yeHuo 6e30NacHOCTU MHpOpMaLUN B roCy4apCTBEHHbIX
YeHUto 6e30MacHOCTU UH- | MHPOPMALMOHHBIX CUCTEMAxX U MH(OPMALMOHHBIX CU-
dopmaumm CcTemMax NepcoHasnbHbIX AaHHbIX.

2. MpakTuyeckne 3aHATUA

2.1 HeT

3. llabopaTopHble paboThbl

3.1 ocypapcTBeHHas WH- 1. OnpefgeneHuve knacca 3almLeHHOCTU rocyaap-
dopmaunoHHasa cuctema, | CTBEHHOM MH(OPMALMOHHON CUCTEMBI.

Knaccbl  3alWMLWEHHOCTU 2. ®opmupoBaHne TpeboBaHWii K MepaM 3aLLmTbl UH-
MHAOPMAaLIMOHHON cun- | doopmauum ang pasfmMyHbIX KIaccoB 3allULLEHHOCTH B
CTEMbI rocygapCTBeHHbIX MHPOPMALMOHHbBIX CUCTEMAX.

3.2 ObGecneyeHne Gesonac- 3. Onpegenexue YPOBHS 3aLUMLLEHHOCTH
HOCTU nepcoHanbHbIX | MHPOPMAaLMOHHOW cucTeMbl, obpabaTbiBatowwen nepco-
OaHHbIX Mpu  ux obpa- | HanbHbIe AaHHbIE.
6oTke B MHdOPMaLMOH- 4. dopmupoBaHme TpeboOBaHUA K Mepam 3awuThbl
HbIX CUCTEMax nHdOpMaLMM AN PasfMYHbIX YPOBHEN 3aLUNLLEHHOCTU B

MHGOPMALIMOHHBIX cucTemax obpabaTbiBaoLLmMX
nepcoHarsnbHble JaHHbIE.

3.3 TpeboBaHusa 6GesonacHo- 5. ®opmupoBaHune coctaBa n cogepxaHus
CTM MHAOPMALMKN MPU UC- | OpPraHM3auUMOHHBIX N TEXHUYECKUX Mep No obecneyeHunio
nonb3oBaHWM KpunTorpa- | 6e3onacHOCTV NepPCoHanbHbIX AaHHbIX NpK X 0bpaboTke
duYecknx CpeactB 3a- | B MHPOPMALMOHHBIX CUCTEMAX MEPCOHANbHbBIX AHHbIX C
LTI MCNonb3oBaHWeM CpeacTB KpMnTorpagmyeckon 3alnThbl.

3.4 Mogenn yrpos 6e3onac- 6. OnpepeneHne UCTOYHMKOB Yrpo3 6e3onacHocTu
HOCTU MHpopMaLnn nHdopmaunm.

7. OueHKa BO3MOXHOCTEN HapyLluuTenen no peanusa-
LK yrpo3 6esonacHocTn nHpopmaumm (paspaboTtka Mo-
Aenv HapywimTens).

8. OueHka BO3MOXHbIX cnocoboB peanusauun yrpos
6e3onacHocTy MHpopmaumn.

9. OueHka NPoeKTHON 3aLMLLEHHOCTN MHGOPMAaLNOH-
HOW CUCTEMBI.

10. OueHka BO3MOXHoOro yuiepba oT peanusaumu
yrpo3bl 6e3onacHoCTy.

11. OnpefgeneHne akTyarnbHbIX yrpo3 6e3onacHoCTu
WMHpopmaunm B UHPOPMaLIMOHHON CUCTEME.

12. Onpepgenexne yrpo3 6e3onacHocTn nHdopmaumm
npy MCNONb30BaHUWM CPEeACTB Kpuntorpaduyeckon 3a-
LMTHI.

13. PaspaboTtka mogenu yrpo3 6esonacHocTu nHdop-
MaLumu B MHHPOPMaLIMOHHON cucTeMe.

35 OpraHusauna o6paboTku 14. Pa3paboTka KoMnneKkca OopraHn3auuoHHbIX U TexX-
nepcoHarnbHbIX AaHHBIX U | HUYECKNX Mep obecnedeHuns 3aLmTbl MHpopMauun B NH-
obecneyeHne Ge3onacHo- | OpPMaLMOHHON CUCTEME C MUCMOSMb30BaAHNEM cepTudun-
CTM UHopmaLnn. LUMPOBaHHbIX CPEACTB 3awmnTbl MHopMaLnK.

3.6 KoHTponb  BbINOMHEHUSA 15. KoHTponb BbiNonHeHus tpeboBaHuin no obecre-

TpeboBaHun no obecne-
YyeHuto 6e3-onacHoCTU UH-

dopmavrmm

YyeHuto 6e3onacHOCTV MHGOPMaLMKU B roCyAapCTBEHHbIX
NHOPMALIMOHHBIX CUCTEMAX.

16. KoHTponb BbinonHeHusa tpeboBaHuin no obecne-
YeHuto BesonacHoCTn MHpopMauun B MHAOOPMAaLMOHHbIX
cncTemax obpabaTbiBaOLWLMX NEPCOHANbHbLIE OAHHbIE.

17. KoHTponb BbinonHeHusa TpeboBaHuin no obecne-
YeHuto BesonacHoCTU MHpopMauun B MHAOOPMaLMOHHbIX
cMcTeMax UCMOMb3yoLWMX CPeacTBa KpMNTO3aLUUThI.

13.2. Tembl (pa3genbl) AUCUUNIINHBI U BUAbI 3aHATUN




Ne i/n HavnmeHoBaHue Tembl Bugbl 3aHaTui (YacoB)

(pasgena) gucumnnuvHel Jlekumm JlabopaTtopHble Cawm. pabota Bcero
1 Cuctema ynpaBneHusi MHOPMaLMOHHOM 4 i 2 6
©e30nacHoCTbIo.
2 "ocynapcTBeHHast MHpopMaLmMoHHas cu-
cTema, Knaccbl 3alULEHHOCTU MHAGOP- 4 6 4 14
MaLMOHHOWN CUCTEMBI
3 Ob6ecneyeHne 6e30nacHOCTM NepcoHarnb-
HbIX AaHHBIX Npu nx obpaboTke B NHGPOP- 10 6 6 24

MaLUMOHHbLIX CUCTEMaAX.

4 TpeboBaHus ©Ge3onacHocTM MHdopma-

UMM NpM UCMNONb30BaHMM KpunTorpagu- 4 6 8 16
YEeCKUX CpefcTB 3allnThbI.
5 h/lmovflenw yrpo3 6e3onacHocTu MHgopma- 6 10 8 24
6 OpraHunsaumst 06paboTKmM nepcoHarbHbIX
JaHHbIX KU obecne4yeHne ©Oe3onacHOCTH 4 4 6 14
MHdopMaLnm
7 KoHTponb BbINOMHEHUs1 TpeboBaHMM MO
obecneyeHnto HGesonacHocTn MHGOpMa- 2 4 6 12
L.
Utoro: 34 34 40 108

14. MeToan4yeckune ykasaHmMAa Ansa odyvarowmxcsa no 0CBOEHUIO AUCLUNIIUHDI
(pekomeHOayuu o0byHarUUMCS 0 0CBOEHUK OUCUUNIUHBI: paboma ¢ KOHcrekmamu fekyud, npes3eHmauyuoHHbIM Mamepuasiom, 8bl-
MofIHeHUe npakmu4yeckux 3adaHul, mecmos, 3adaHull mekyuwel ammecmayuu u m.o.)

1) MNpun n3yyeHMn ancuMNnHbBI PEKOMEHAYETCS MCNOMb3oBaTb crieaylowme cpen-
cTBa:

- peKOMeHAYyEMYI0 OCHOBHYIO U AOMNONHUTENBHYO NuTepaTypy;

- MeToANYECKNe yKkasaHusi U nocoodus;

- KOHTPONbHbIE 3aaHus AN15 3aKpenneHns TeopeTUYeckoro maTepmana;
3NEKTPOHHbIE BEpPCUN Yy4EOHMKOB U METOOAMYECKUX YKasaHuh ON1s BbINOSHEHUS nabopa-
TOPHO-MpaKTUYeckmx paboT (Npu HeOBXO04MMOCTM MaTepmarnbl paccbiNnarTCs NO 3MEKTPOH-
HOW noyTe).

2) [Ana makcMmanbHOro YCBOEHUS ANCLMMNINHBI PEKOMEHAYETCS NpoBeaEeHME NUCH-
MEHHOro onpoca (TeCTupoBaHue, pelleHne 3afad) CTyQeHTOB No maTepuanam nekuum u
npakTnyeckmnx pador. Noabopka BONPOCOB 4S5t TECTUPOBAHUSA OCYLLIECTBNSAETCS HA OCHOBE
N3y4EeHHOro TeopeTUYEeCKoro Matepmarna. Takon noaxon no3BongeT NoBbICUTb MOTMBALMIO
CTYLEHTOB MPU KOHCMEKTUPOBAHMN NIEKLMOHHOIO MaTepuana.

3) Mpwn npoBegeHnn nabopaTopHbIX 3aHATUN obecneymBaeTCca MakcuMarnbHasa cTe-
NeHb COOTBETCTBUSA C MaTepmarniom NEKUNOHHbIX 3aHATUN 1 OCYLLECTBIISIETCS KCNEPUMEH-
TanbHasi NpoBepka MeToA40B, anrOPUTMOB U TeXHoNornm obpaboTkn nHdbopmauum, nanara-
€MbIX B paMKax feKkummn.

B xoge camoctodatensHon paboTbl HEO6X0AMMO yaenuTb OCHOBHOE BHUMaHue pa-
60Te C TEKCTOM KOHCMEKTa NeKunn, N3y4eHnto pEKOMEHOOBAHHOW NUTEPATYPbI, N3YYEHNIO
HOPMAaTUBHbIX JOKYMEHTOB N0 MHGOPMaLUNOHHOK 6e30nacHOCTH.

4) Mpwn ncnonb3oBaHNN ANCTAHLMOHHBIX 06pa3oBaTENbHbLIX TEXHOMOIMIA U 3MEKTPOH-
HOro OBy4eHUs BLINOMHATL BCE yKasaHWs npenogasaTerier, BOBPEMSI MOAKIYaTbCS K
online 3aHATMSIM, OTBETCTBEHHO NMOAXOAUTbL K 3a4aHUAM ANS CaMOCTOSATENbHOM paboThl.

15. NepeyeHb OCHOBHOW U AONOJIHUTENILHOW NUTEepaTypbl, PECYPCOB UHTEPHET, He-

06XOJ.'WI MbIX OANA OCBOEeHUA ANCUUNIINHLI
(cnucok numepamypbi oghopmisemcsi 8 coomeemcmeuu ¢ mpebosaHusimu FOCT u ucrionb3yemcsi obwas
CK803Hasi Hymepauusi 05151 cex sudo8 UCMOYHUKO8)

a) OCHOBHas nutepaTypa:

Ne n/n NcTouHuK
1 OcHoBbI ynpaBneHus nHdopmMaLMoHHON 6e3onacHoCTbo : [ydebHoe nocobue ans cTyaeHToB
BY30B, 00y4aroLMXCs N0 HanpaBeHNsAM MOArOTOBKM (CNeunanbHOCTSIM) YKPYNHEHHOW rpynnbl




cneumanbHocTen 090000 - "MHdopm. 6e3onacHocTb"] / A.l. Kypuno [n ap.] .— 2-e nsa., nenp.
— Mocksa : [Nopsayasa nuHna-Tenekom, 2014 .— 243 c. : vn., Tabn. — (Bonpockl ynpasneHusi
UHpopmaLmoHHoM 6e3onacHocTblo ; KH.1) .— Bubnuorp.: ¢.234-239 .— ISBN 978-5-9912-
0361-6.

2 NwenHos, Bavecnas Akosnesud. 3alumTta KoHdmaeHLUmanbHom nigopmarmm : [yyebHoe
nocobue onsa cTya. By30B., 00y4y. no cneumansHoct 090103 "OpraHnsaums 1 TeXHOMNorms
3awmtbl nHopmauun" n 090104 «KomnnekcHas 3awmra 06bekTOB UHGpopmaTmsaumumn»] / B.A.
NwenHos, M.B. MeuatyHsaH .— M. : DOPYM, 2009 .— 254 c. : un. — (Bbicwee obpasoBaHue)
.— Bubnuorp.: c.249-254 .— ISBN 978-5-91134-336-1.

6) gononHuTenbHasa nuTepartypa:

Ne n/n MCTOYHKK

Kpakosckun, FO.M. MHdopmaumoHHasa 6e3onacHOCTb U 3alumTa nHopmaumm : yuebHoe noco-
Ove ans ctya. o6y4y. no cneumanbHOCTU «MHPOPMaLMOHHBIE CUCTEMbI M TEXHONOMMNY OHEB. U
3ao04. popm 0byyeHus / KO.M. Kpakosckun .— M. ; Poctos H/[ : MapT, 2008 .— 287 c. : un .—
(Y4ebHbivi kypc) .— Bubnuorp.: ¢.221 .— ISBN 978-5-241-00925-8.

depnepanbHbI 3akoH oT 27 uonsa 2006 roga Ne 149-d3 «O6 mHdopmaunn, MHPOPMaLMOHHBIX
4 TEXHONOormsix n o 3awmte nHgopmauumny // CobpaHne 3akoHogatenbcTeBa Poccuickon denepa-
uun, 31.07.2006, Ne 31 (1 4.), cT. 3448.

depepanbHbIi 3akoH oT 27 ntons 2006 roga Ne 152-d3 «O nepcoHanbHbIX AaHHbIX» // CobpaHue

5 3akoHogartenbcTBa Poccuiickon ®Pegepauun, 31 nonsa 2006 roga Ne 31 (1 4.), c1. 3451
FOCT P NCO/M3K 27001-2006 MHdopMaumoHHas TexHonorus. Metoabl n cpeacTtea obecnede-
6 Hus 6e3onacHocTn. CUCTeMbl MeHemKMeHTa MHAOPMaUUoHHOW Ge3onacHocTu. TpeboBaHus.

(yTBEPKOEH M BBEeOEH B AewncTBue MNpukasom PenepanbHOro areHTCcTBa No TEXHNUYECKOMY pery-
NMpoBaHuUio 1 meTponornm ot 27 gekabps 2006 r. Ne 375-cT)

7 Mpuka3 PenepanbHOi criykbbl MO TEXHNYECKOMY 1 SKCMOPTHOMY KOHTponto Poccun ot 11 deB-
pans 2013 roga Ne 17 «O6 yTBepxxaeHun TpeboBaHuI 0 3amuTe MHpOPMaLUN, HE COCTaBNSIO-
e rocyaapCTBEHHYHO TaliHy, CoAepXallencs B rocyaapCTBEHHbIX MHOPMALMOHHBIX CUCTe-
max» // Poccuiickas raseta, Ne 136, 26.06.2013.

8 Mpuka3s PegepanbHON CNyXObl MO TEXHNYECKOMY U 3KCMOPTHOMY KOHTponto Poccun ot 18 des-
pans 2013 roga Ne 21 «O6 yTBepxaeHun coctaBa 1 CogepxaHns OpraHn3aLoHHbIX U TEXHUYe-
CKMX Mep no obecneyeHnto 6e30NacHOCTN NePCOHanbHbIX AAaHHbBIX NPy ux obpaboTke B MHGOP-
MaLMOHHbIX CMCTEMAaxX NepcoHanbHbIX AaHHbIX» // Poccuinckas raseta, Ne 107, 22.05.2013.

9 MeToanuecknit 4OKyMeHT. Mepbl 3awwmTbl MHOPMAaLNM B FOCYAaPCTBEHHbIX MH(POPMAaLMOHHbIX
cuctemax (yrB. PCTIK Poccum 11.02.2014).

10 MoctaHoBneHue lMNMpaButensctea Poccuinckon ®enepaumm ot 1 Hos16pa 2012 roga Ne 1119 «O6
yTBEPXAEHUN TPebOOBaHUN K 3aLLMTe NepcoHarnbHbIX OAaHHbLIX NpY ux 06paboTke B MHGOopMaLm-
OHHbIX CcUCTeMax nepcoHarnbHbIX AaHHbIX» // CobpaHue 3akoHoaaTenbcTBa Poccuiickon Pepe-
paumun, 05.11.2012, Ne 45, cT. 6257.

11 MewepsikoB B.A., )KenesHsik B.I1., bongapb A.O., OcuneHko A.J1., BabkuH A.H. NepcoHanbHble
AaHHble: opraHu3aumsa obpaboTkm n obecneyeHms Ge3onacHOCTM B opraHax rocygapCTBEHHON
BnacTu u mecTtHoro camoynpasrneHnus / Nog pen. B.A. MewepsakoBa. — BopoHex: BopoHexckuia
uHctutyT MB[ Poccun, 2014. — 186 c.

12 MocTtaHoBneHne npaButenbcTBa BopoHexckon obnactn ot 28 anpens 2011 roga Ne 340 «O6
YTBEPXKAEHMM MOMOXEHUSA O €ANHOM pPeecTpe rocyAapCTBEHHbIX MHAOPMALNOHHBIX cucTeM Bo-
poHexckon obnactny // CobpaHue 3akoHogaTenscTBa BopoHexckon obnactn 20.06.2011 Ne 4,

cT. 285.
B) MHPOPMALIMOHHbIE 3NTEKTPOHHO-00pa3oBaTenbHbIe pecypcbl (ouunanbHble pecypcbl
WHTEPHET)*:
Ne n/n Pecypc

13 OneKTPOHHbIN kaTanor HayyHom 6nbnmnotekn BopoHEXCKOro rocyqapCTBEHHOIO yHUBEPCUTETA.
— (http // www.lib.vsu.ru/).

14 OGpa3soBaTtenbHbIvi MopTan «ANeKTPOHHbIM yHuBepcuTeT BIY».— (https://edu.vsu.ru/)

15 MeTognuecknii gokymeHT. MeToaumka onpegeneHns yrpos 6e3onacHocTu nHdopmMamm B MHAGop-
MaLNOHHBIX cucTemax, NpPOoexT, OCT3K Poccun, man 2015 r.,
http://fstec.ru/component/attachments/download/812.

16 MeToaunka oueHkM yrpo3 6esonacHocTn nHgpopmaumm. ®CTIK Poccuu, chespanb 2021 r.,
https://fstec.ru/normotvorcheskaya/informatsionnye-i-analiticheskie-materialy/2169-
informatsionnoe-soobshchenie-fstek-rossii-ot-15-fevralya-2021-g-n-240-22-690

17 BaHk gaHHbIX yrpo3 6esonacHoctn nHdopmaumm, PCTIK Poccumn, mapt 2015 .,
http://bdu.fstec.ru/

* BHauane ykasbiBatoTcs OBC, ¢ koTopbiMu MMetoTcsa goroBopa y BI'Y, 3aTem oTKpbITble 311eKTPOHHO-06paso-
BaTernbHble pecypchbl




16. NepeyeHb y4ueOHO-MeTOANYECKOrO 06ecneyeHust AnNs CamocTosATeNbHOM PaboThbl
(y4ebHo-memoduydeckue pekomeHOayuu, nocobus, 3ad0a4yHuUKuU, Memoouyeckue yKa3aHusi 1o 8bINOIHEHUI
npakmu4eckux (KOHMposbHbIX) pabom u 0p.)

Ne n/n MCTOYHNK

MewepsikoB B.A., XKenesHsk B.I1., BoHpape A.O., OcuneHko A.J1., BabkuH A.H. NepcoHanbHbie
OaHHble: opraHusaumsa obpaboTkm 1 obecneveHms 6e3onacHOCTM B opraHax rocyaapCTBEHHOMN
BNacTu n mecTtHoro camoynpaeneHus / MNog peq. B.A. MewepsikoBa. — BopoHex: BopoHexckuii
nHctutyt MB[ Poccun, 2014. — 186 c.

MeTtoanueckun nokymeHT. MeToamka onpeaeneHus yrpo3 6esonacHocTu nHcgopmaumm B nHop-
2 MauUMOHHbIX cuctemax, npoekt, PCTIK Poccun, man 2015 .,
http://fstec.ru/component/attachments/download/812.

MeToguyecknii gokymeHT. MeToauka onpegenennst yrpo3 6esonacHocTn nicopmaumun. YTBep-
3 xpeH ®CTIK Poccum 5 dpepana 2021 r.
https://fstec.ru/component/attachments/download/2919

17. O6pa3oBaTesribHble TeXHONIOrMnU, UCNOSb3yeMble Npu peanusauum y4yebHon auc-
LMNSMHBbI, BKIOYasa AUCTaHUUOHHbIe obpasoBaTesnibHble TexHonorum (OOT, anek-
TpoHHOe oby4yeHue (J0), cmewaHHOe oOy4eHue):

[nsa peanusaumm y4ebHOro npoLecca UCnosb3yeTcst yCTaHOBEHHAA BEPCUS nakeTa
cpeapbl BupTyanusaumm Oracle VM VirtualBox; o6pa3sbl onepaumoHHbIX CUCTEM CEMENCTBA
Windows v.7, 8, 10; poctyn B ceTb NHTepHeT; LibreOffice v.5-7; Foxit PDF Reader; Dr. Web
Enterprise Security Suite; ScanOval; Kali Linux; CnpaBo4Ho-npaBoBas cuctema (CI1C) Kon-
CynbTaHT+ ansa obpasoBaHus.

Mpn peanusaumm OUCUUNANHBI MOTYT MUCMOMBb30BaTbCA TEXHOMOMMU 3NEKTPOHHOIO
00yyeHunsa n aucTaHUMoHHble obpasoBaTenbHble TEXHONOMMN Ha 6ase nopTana edu.vsu.ru,
a Takke gpyrve OOCTYMNHble pecypcbl ceTn NHTepHeT.

18. MaTepumanbHO-TEXHUYECKOE obecneyeHne QUCLUMUNIUHDI:

1) YyebHasa aygutopusi (komnbloTepHbIn Kracc) (ogHa na Ne1-4 kopn. 1a, ayg. Ne
382-385): cneunanmanpoBaHHaa Mebernb, NepcoHarnbHble KOMMboTEPLI Ha 6a3e i15-9600KF-
3,71 Ty, moHuTopbl KK 24” (16 WwT.), cneunanuampoBaHHas mebernb: gocka MapkepHasa 1
WT., cTonbl 16 WT., cTyNbsa 33 WT.; 4OCTYN K poHAAM y4eOHO-METOANYECKON AOKYMEHTALNN
N SNEKTPOHHbLIM N3AaHNSAM, OCTYM K 9NEKTPOHHbIM BUBNMOTEYHBIM CUCTEMAM, BbiXoA B VH-
TepHeT.l10: OC Windows v.7, 8, 10, Habop ytmnut (apxuBatopbl, dann-meHeoxepsbl),
LibreOffice v.5-7, Foxit PDF Reader.

2) [Ins npoBeaeHna nabopaTopHbIX U NpakTU4ecknx pabot. KoMnboTEPHbIN Knacc
(oanH 13 Ne1-3 kopn. 1a, aya. Ne 290, 293, 383), lNK-Intel-i7 16 wT. (c onepaTusBHOM Nams-
TblO HE MeHee 8 rurabanT, pekomeHayetca 16 rmrabanT), cneymanmanpoBaHHas mebenb:
Aocka MapkepHas 1 WwrT., ctonbl 16 WT., cTynbsa 33 WT.; 40CTyn K boHAam y4ebHo-meToan-
YeCKOW JOKYMEHTaLMU U 3NEKTPOHHBIM U3AaHUSM, OOCTYN K 9NEKTPOHHbIM BMBNNOTEYHbIM
cucTtemam, Bbixoq B MIHTepHeT.

19. OueHo4HbIe cpeacTBa Ansa nposegeHusA TeKymeﬁ n npome)KyTquoﬁ aTrectauumn

MopsaOoK OUeHKN OCBOEHUs obyvarolmmMucsa y4eGHOro MaTepuana onpenensieTcs
cofiepxaHMeM criefyrowmx pasaenos AUCLUMMHGI:

HanmeHoBaHue pas-
Ne MuaukaTtop(bl) QOCTUXEHUS
aena gucumnnuiel (Mo- | KomneteHuwmsi(n) OueHouYHbIE cpeacTBa
n/n KOMMAeTeHUNN
Rynsi)
Pasgenbl 1-5.
A OrliK-5 3HaTb: 0a3oBble MOHATUSA, .
Cuctema ynpaBneHus YCTHbIN onpoc.
_ CnocobHocTb TpeboBaHMs HOPMAaTUBHbIX
WHopMaunoHHon Ges- JlabopaTtopHble paboThI
NPUMEHSATb HOp- | AOKYMEHTOB, MeToAbl aHa-
onacHocTblo. Knacchl u .| 1-13.
1. MaTuBHbIE NpaBo- | N13a WHOPMaLIMOHHOM
YPOBHM 3aLLMLLEHHOCTHU KoHTponbHas paboTta no
Bble aKTbl, HOpMa- | 6e3onacHoOCTM Npu MNpPOekK-
WH(POPMALIMOHHBIX  CU- COOTBETCTBYIOLLUM pas-
TMBHblIE WU METO- | TUPOBaAHUM U SKCNyaTaumm
crem. Kpuntorpadgude- ] Jenam unu Tect
ONYeckMe  [OKY- | MHOPMALMOHHBIX CUCTEM;
CKMe CpefCcTBa 3alUnThI.




MeToguka  onpegene-
Hug yrpo3 6esonacHocTn
WHpopmauum B NHGOP-
MaLMOHHbIX CUCTEMAX.

MEHTBI, perna-
MEHTUMpYoLLME
[edaTenbHOCTb Mo
3awuTte  MHQOPp-
Maumnm B cdepe
npodpeccuoHarnb-
HOM [peaTenbHOo-
CcTn

YMeTb: aHanuaupoBatb WU
paspabarbiBaTb moaenu
yrpo3 Aansi pasnuyHbiX 0bb-
€KTOB 3alLUUThI;

BNnageThb: npakTn4eCcKknmmn
HaBblkamMy HOPMUPOBAHUS
TpeboBaHuin 6e3onacHOCTH
WHdopMauun ans pas-nuy-
HbIX KNaccoB U YPOBHEN 3a-
LLMLLEHHOCTUN UH-popMaLu-
OHHbIX CUCTEM

Paspnenbl 2-6
OpraHun3aunoHHble U
TEeXHU4ecKne Mepbl
obecneyeHns 3aWwuThbl
MHdopMaLuKn B HOpP-
MaLMNOHHOW cUCTEME C
NCMNonb30BaHNEM cep-
TMAPULMPOBAHHbIX
CpencTB 3almnThl NH-
dopmaumm

OTl1K-6
CnocobHocTb npu
peLleHnm npo-
deccroHanbHbIX
3ajay  opraHuso-
BblBaTb  3alyuTy
WHcpopmaumm
OrpaHU4YeHHOro
Joctyna B COOT-
BETCTBMM C HOp-
MaTVMBHbIMK Npa-
BOBbIMW aKTaMM,
HOPMaTUBHBIMU U
MEeTOANYECKUMMU
OOKyMeHTamu
depepanbHom
cnyx6bl 6esonac-
HOCTU Poccui-
ckon depepaumm,
deneparnbHoOn
cnyx06bl Mo Tex-
HUYECKOMY U 3KC-
MOPTHOMY  KOH-
TPOSHO

3HaTb: TUMOBbIE Mepbl U
TpeboBaHus MHGOpMaLK-
OHHOM 6es3onacHocTn Ans
pasnuyHbIX BapvaHTOB MO-
CTPOEHMS 3aLUNLLEHHbIX UH-
dOopMaLMOHHLIX CUCTEM;
YMeTb. OpraHM3oBbIBaTb U
NoAaAepXuBaTb  BbIMOSHE-
HMe KoMmMfekca mep Mo
obecneyeHno nHpopmaLm-
OHHOM Ges3onacHocTn Ans
pasnuyHbIX BapuvaHTOB Mo-
CTPOEHMS 3aLUNLLEHHbIX UH-
HOPMaLMOHHBIX CUCTEM;
BrageTb: MNpPaKTU4YECKMMM
HaBblkamy OpMMPOBAHUS
TpeboBaHuii 6e3onacHoOCTM
WHopMaunM Ana pasnuy-
HbIX KI1acCOB W YPOBHEN 3a-
LMLLEHHOCTU MHopMauu-
OHHBIX CUCTEM

YCTHbIN onpoc.
JlabopaTopHble paboTbl
1-13.
KoHTponbHasa paboTta no
COOTBETCTBYIOLLUM pas-
Aenam vunu Tect

Paspenbl 2-4, 7
TpeboBaHusa no obecne-
YeHuto 6e3onacHoOCTH
MHGOpMaLMKM B rocy-
AapCTBEHHbIX UHGOP-
MaLMOHHbIX CUCTEMaX U
NMHMOPMALMOHHbIX CU-
cTemMax NepcoHanbHbIX
OaHHbIX

OrlK-10
CnocobHocTb B
KayecTBe TEXHU-
yeckoro cneuua-
nmMcTa NpuHMMaThb
yyactue B pop-
MUPOBaHWUMK NONu-
TUKU NHpopMaLn-
OHHOW ©Ge3onac-
HOCTW, OpraHu3o-
BblBaTb W noA-
nepxuBatb  Bbl-
NOfHEHNne  KOM-
nnekca wmep no
obecnevyeHuno uH-
dopmMaLnoHHO N
©e3onacHocTy,
ynpaBnsitTb  MNpo-
Leccom ux pea-
nusaumm Ha obb-
eKTe 3aluThbl

3HaTb: MNpPUHUMNbLI OPMU-
pOBaHMs MONMUTUKN MHAOP-
MauuoHHOW ©Ge3onacHocTr
opraHusauuu,

yMeTb: MpoBOAUTbL paspa-
BGOTKy MONUTUKM UHOpPMa-
LIMOHHOM ©e3onacHocTn
Ona pas3fiMyHblX BapuaHToB
MOCTPOEHMUST  3aLUMLLEHHBIX
MHOPMaLNOHHBIX CUCTEM,;
BnageTb: HaBblkaMu dop-
MUPOBaHMUSA W HaCTPOWKU
nokanbHOM MNonuUTUKK bes-
onacHoctM obbekta 3a-
WK1Tbl OAna TUNOBbIX peLlle-
HUA 1 TpeboBaHWN;
HaBblKaMU KOMMNIIEeKCHOro
nogxoga Kk obecnevyeHnto
WHOPMALMOHHOW bes-
onacHoctn obbekta 3a-
LNTHI.

YCTHbIN onpoc.
JlabopaTtopHble paboThbl
13-16.

KoHTponbHasa pabota no
COOTBETCTBYHLIMM pas-
aenam vunm Tect

Pasgenbl 1-5.

Cuctema ynpaBsneHus
WHopMaunoHHO bBes-
onacHocTb. Knaccbl n
YPOBHM 3aLLULLEHHOCTH
WH(POPMALIMOHHLIX  CK-
creMm. Kpuntorpadude-
CKue CpeAcTBa 3alnThl.

OrK-12
CnocobHocTb
npoBoaAUTL  MoA-
rOTOBKY  MCXopn-
HbIX JaHHbIX Ang
NMPOEKTMPOBaHUS
nogcucTem,
cpeactB obecne-
YyeHUs  3aluThl

3HaTb: TpeboBaHMsA Hopma-
TUBHbIX [JOKYMEHTOB, Me-
ToAbl aHanu3a nHdopmaum-
OHHOWM 6e3onacHocT npu
NPOEKTUPOBaAHUN  UHEOP-
MaLMOHHBIX CUCTEM;

yMeTb: aHanu3upoBatb WU
paspabartbiBaTtb  Mogenu

YCTHbIN onpoc.
JlabopaTtopHble paboThI
1-17.

KoHTponbHasa paboTta no
COOTBETCTBYHOLLMM pas-
Aernam unm Tect




MeToguka  onpegene-
Hug yrpo3 6esonacHocTn

WHopMauum  un
Ons TeXHUKO-3KO-

MHdOpMauun B MHGOP- | HOMNUYECKOTO BrnageTb:
MaLMOHHbIX cucTemax 060CHOBaHUsI CO-
OTBETCTBYIOLLMX
NPOEKTHbIX peLle-
HU

yrpo3 Aansi pasnuyHbIX 06b-
€KTOB 3aLUUThI;

NpPakTU4ECKUMM
HaBblkamMy POPMMPOBAHUS
TpeboBaHuin 6e3onacHOCTH
WHopMaLuM anga pasnuu-
HbIX KMaccoB U YPOBHEW 3a-
LMLLEHHOCTU WHopMauu-
OHHbIX CUCTEM.

MpomexyToyHasi aTTecTauus
dopmMa KOHTPOIsi — KOHTpOSbHas paboTa

Komnnekt KM

20. TunoBble OLEHOYHbIe CpeAcTBa U MeToAM4YecKne MaTepuanbl, onpegensioLwme

npoueaypbl oueHnNBaHuUsA

20.1. TekywWw M KOHTPONb YCNeBaemMoCcTH

Tekywas atTectauusi NPoOBOANTCA B COOTBETCTBUM C [MonoxeHnem o Tekyllen attTecTaumm
obyyaroLmxca no nporpammam Bbicllero obpasoBaHnss BOpOHEXCKOro rocygapcTBEHHOrO

yHUBEpcuTETA.

Tekywas attectaums NpoBoAMTCS B ¢hopmax YCTHOro onpoca (MHAMBMAYanbHbIA Onpoc,

dpoHTanbHas

6ecena) 1 NMCbMEHHBIX paboT (KOHTPOIbHbIE, NaGopaTopHble paboTsl). Mpu oLeHnBaHUN MO-

ryT

MCcnosib30BaTbCA KONMMYECTBEHHbLIE UM Ka4YeCTBEHHbIE LLKaJlbl OLLEHOK.
Te|<yu.|,|/u7| KOHTPOIb yCneBaemMoCTn No gncumniimHe ocyLecTBiaAeTCA C NOMOLLbIO crieayrLwnx

OLIEHOYHbIX
cpencrTs:

YcTHbIN onpoc; KoHTponbHas paboTta no TeopeTnyeckor YacTu Kypca; JlabopaTtopHble paboThbl

Ne | HammeHoBaHMe OLIEHOYHOTO
n/n cpefcTtea

MpeacraBneHme oLeHOYHOro
cpeacTsa B poHae

Kputepun oueHkm

1 2

3

4

1 YCTHbIN onpoc

Bonpocbl no Temam/pasgenam
AncumnvHbI

[MpaBunbHLIN OTBET — 3a4TEHO,
HernpasunbHbLIN UM MPUHLUNNANBHO
HETOYHbIV OTBET - HE 3a4TEHO

2 KoHTponbHasa paboTta no
pasgenam QUCUUMNInHbI

Bonpocbl no Temam/pasgenam
ONCUUNNUHBI

LWkana oueHMBaHMA COOTBETCTBYET
npvseneHHon B pasgene 20.2

3 JlabopaTopHas paboTa

Copepxut 15 nabopaTopHbIX
3afjaHun, npegycmarpuvsaroLumne
pa3pabotky TpeboBaHMM MO
YPOBHSIM M Knaccam 3alUMLLEH-
HOCTU PasnUYHbIX MHOPMaLUn-
OHHbIX cUCTEM, pa3paboTku u
BHEAPEHUS1 X CUCTEM 3aLLMThI,
a TaKKe KOHTpons ee addek-
TUMBHOCTM.

Mpu ycrnewHo BbINONMHEHUN PaboThbI
CTaBUTCS OLeHKa 3a4TeHo W Ocy-
LLeCTBNAETCA OOMYCK K 3K3aMeHy, B
MPOTUBHOM CIly4yae CTaBUTCS OLeHKa
He 3a4yTeHo M obyyarowwuiica He Jdo-
rMycKaeTcsl K 3k3aMeHy.

4 KM npomexyToyHon aTTe-
cTauumm

Kaxabln KOHTPONbLHO-U3MepU-
TenbHbI MaTtepuan ans npose-
OEHNs1 NPOMEXYTOYHOW aTTe-
cTauum BKIOYaeT 2 3agaHum
BOMPOCOB AfS KOHTPON4A 3Ha-
HUIR, YMEHUIN U BNaJeHn B
pamkax oLeHKM YpOBHS cdop-
MUPOBAHHOCTWN KOMMNETEHL M.

Lkanbl oueHnBaHMAa npmeeaeHbl B
pasgene 20.2

anBeﬂéHHble HWXXe 3a4aHnA peKoMeHAQyeTCqa MCnoJib30BaTtb Npu nposeaeHnMn ANarHo-
CTU4YeCKHnX pa60T ANSA OLeHKMN OCTAaTOYHbIX 3HAaHUI NO AUCLUUIJIUHE

KomnereHuusa OMNK-5




3agaHus 3aKpbITOro TMna

1. Ha xakux 3Tanax KH3HEHHOr0 IUKJIA rocyAapcTBeHHOI MH(OPMALMOHHOM CHCTEMBbI A0JKHA
ol0ecrieynBaThCS B Hell 3amuTa HHpopmanun?

a) Ha 3Tare co3gaHus HHPOPMAITMOHHON CHCTEMEI;

0) Ha aTare co3manusa HHOOPMAITMOHHON CHCTEMBI M B XOJI€ €€ DKCILTYaTallHuu;

B) Ha dTare co3iaHusi HHHOPMAMOHHOW CUCTEMBI, B XO/I¢ €€ IKCIUTyaTallid, B TOM YHUCIIE TIPU Pa3BUTHH

(MomepHHU3AINHN);

T) TOJDKHA HOCUTh CHCTEMATHYECKUH XapaKTep U OCYIIECTBIATHCS KaK Ha dTare CO3/IaHus CHCTEMBI, TaK U
B XOJI€ €€ DKCIUTyaTallH, B TOM YHUCIIE IPH Pa3BUTUH (MOACPHHU3ALINH);

) Ha BCEX CTaausX (dTamax) ee CO3JaHusl, B XO€ SKCIUTyaTallid U BBIBOJIA M3 SKCILUTyaTalllH;

2. Ha kakux 3Tanax »KH3HEHHOT0 IMKJIA TOCyIapCTBeHHOH MH(OPMAIMOHHON CHCTEMBI JI0JKHA

OCYHIECTBJATHLCS OLEHKA Yrpo3 0e3onacHocTu uHgopmauuu?

a) Ha 3Tare co3gaHus HHPOPMAITHOHHBIX CUCTEM;

0) Ha dTane co3aanus HHPOPMALMOHHBIX CUCTEM H B XOJI€ MX SKCIUTyaTalllH;

B) Ha dTare co37aHui MHPOPMAIMOHHBIX CUCTEM, B XOJ€ WX AKCILUTyaTallld, B TOM YHCIIE TIPU Pa3BUTHH
(MomepHHU3AINH);

F) JOJI’KHA HOCUTD CHUCTEeMaTUYECKHI XapaKTep U OCYHICCTBIIATHCA KaK Ha 3Talc CO3JaHuA CUCTEM, TaK U B
XOJI€ UX 3KCIUTyaTaliy, B TOM YHCJIE PU Pa3BUTUHU (MOJAECPHHU3ALMH).

1) Ha BCEX CTauAX (ITalax) ee cO3MaHusl, B X0e SKCIUTyaTalluy ¥ BBIBO/IA U3 AKCILTyaTallHu;

3. YeM ymocToBepsieTCs COOTBETCTBHE CPEACTB 3aIUThHI HHGOPMAINU, TPEOOBAHUAM MO 3alUTE

uHdopmauuu?

a) aTTecTaToM COOTBETCTBHS,

0) TUIICH3HEH;

B) CEpTU(PUKATOM COOTBETCTBUS;

T') aTTeCTaTOM aKKpeIUTaLlUK;

4. CKOJbKO KJACCOB CpeICcTB KpUNTOrpaguueckoi 3ammThl HHPOPMALUN MOKET MPUMEHATHCHA
A HEeHTpaTU3aluM aTaK, OPraHMU3yeMBbIX C LeJbI0 HAPYLIeHUsI 0e30MACHOCTH 3alMIIAeMbIX
NMEePCOHATbHBIX JAHHBIX?

a) JBa Kiacca;

B) TPH KJIacca;

T') 4eThIpe Kiacca;

) TISITh KJIacCOB;

5. TlepeuuncauTh ciiyuyau, KOTOpPbIE ONPENeISIOT HEOOXOAMMOCTh MPOBEAEHHS JOMOJIHUTEIbHBIX
aTTeCTAIMOHHBIX MCIBITAHUI ¥ BHECEeHUS] N3MEHEHUIl B TEXHUYECKHI MacOPT rocy1apcTBeH-
HOM MH(OPMALMOHHOM CUCTEMBI NIPH ee PA3BUTHM (MOJEPHU3ALUM):

a) U3MeHeHa KoHpUTypanus (rmapaMeTpbl HACTPOMKH) IPOTPaMMHBIX, TPOrPAMMHO-TEXHHYECKHX CPEJICTB

Y CPEJICTB 3aIUThl UHPOPMAIIHH;

0) MCKJIIOYEHBI MPOrPaMMHbIC, IPOrPAMMHO-TEXHHUUECKUE CPEACTBA U CPEJCTBA 3alUThl HH()OpPMALIUY;

B) BKJIFOUCHBI aHAJIOTUYHBIC CPCACTBA NJIM 3aMCHCHBI Ha aHAJIOTUYHBIC CPEACTBA,

T) B X0Jie¢ KOTOPOTO M3MEHEHa KOH(UTryparus (mapamMmerpsl HACTPOWKH ) TPOTPaMMHBIX, IIPOTPAMMHO-TEX-
HUYECKHX CPEJCTB M CPEJICTB 3allUTHl HHPOPMAIIUHY, UCKIIOUEHBI TPOrpaMMHBIE, IIPOTPAMMHO-TEXHIUUECKHE
CpeacTBa U CpE€ACTBA 3alIUTHI I/IH(I)OpMaHI/II/I, JOIMOJHUTECIIBHO BKIIFOUCHBI aHAJIOTUYHBIC CPEACTBA UJIK 3aMEe-
HCHbI HAa aHAJIOTUYHBIC CPEIACTBA,

6. IlepeuncauThb ciay4au, KOTOPbIE ONPEIEISIOT HE00X0AUMOCTD MPOBEIEHNS MOBTOPHBIX aTTECTA-
NHOHHBIX HCTILITAHUI TOCYAapCTBEHHOI HH(OPMAIIMOHHOI cHCTEMBI TIPU ee pa3BUTHHU (MojIep-
HU3ALUH):

a) U3MeHeHa KoHpuUTyparwus (rrapaMeTpbl HACTPOMKH) TPOTPaMMHBIX, TPOrPAMMHO-TEXHHYECKHX CPEJICTB

1 CPEJCTB 3alIUThl HHPOPMALIHH;

0) UCKIIIOYEHBI IPOrPaMMHBIE, TPOrPAMMHO-TEXHUYECKHE CPEJICTBA U CPENICTBA 3aIUThI HH(OpMAaIHy;

B) M3MeHeHa KOH(UTyparust (mapamMeTpbl HACTPOHKH ) IPOTPaMMHBIX, TIPOTPAMMHO-TEXHIHUECKHX CPEJICTB
W CPEJICTB 3alIUThl HH(GOPMAIINH, UCKITIOYCHBI TIPOrPAMMHBIE, IIPOrPAMMHO-TEXHUYECKUE CPEICTBA U CpE/l-
CTBa 3aIIUTH HH(POPMALIMH, TOTIOTHUTEIBHO BKIIOUEHBI aHAJIOTHYHBIE CPECTBA MJIM 3aMEHEHBI HA aHAJIOTHY-
HBIE CPEJICTBA;

T') TIOBBIIIICHNE KJIacca 3aIIUIEHHOCTH (YPOBHS 3alTUIICHHOCTH) U (WJIH) U3MEHEHUE apXUTEKTYphI CH-
CTEMBI 3aLUThl HHGOPMALMK B YACTH U3MEHEHHSI BUJIOB U THIIOB NIPOrPAMMHBIX, TPOrPAMMHO-TEXHUIECKHX
CPEICTB M CPEACTB 3alIUTHl MH(POPMALIHU, U3MEHEHUE CTPYKTYPhI CUCTEMBI 3aIUTH HH(POpMAIKH, COCTaBa U
MECT PacHoNIOKEeHUsI 00beKTa HHPOPMAIK U €ro KOMIIOHEHTOB



7. Kiuaccudukanus rocyiapcTBeHHONH HH(POPMALIOHHOMH cHCTeMBbl 10 TPeOOBAHMAM 3aLUUTHI MH-
(opmauyu npoBoaAMTCS B 3aBUCUMOCTH OT:

a) PUCKOB HapyIICHHS MH(POPMAIMOHHON O€30MacHOCTH; Mep 3alMUTHl HH(OPMAINH, PeaTn30BaHHBIX B
MHQOPMALIMOHHON CHUCTEME;

0) 3HaumMocTH oOpadaTeIBaeMOH B Hell HHpOpMaK U MaciiTaba HHOOPMAIIMOHHOW CHCTEMBI;

B) Kareropuii oopabarpiBaeMoi B Helt mHGopManuu 1 MacimTaba nHOOPMAITHOHHON CUCTEMB;

T') Mep 3aIuThl HTHPOPMAIIUH, PEATM30BAHHBIX B HH(GOPMAIIMOHHOMN CHUCTeMe B MaciTada HHPOPMAaIIHOH-
HOU CUCTEMBI;

8. Kuaccupuxamuss nHGOPMALMOHHOH CHCTEMbI NMEPCOHAJIBHBIX JAHHBIX IO TPEOOBAHUSIM 3a-

IUTHI HHGOPMALUM MPOBOAUTCH B 3aBHCHMOCTH OT:

a) PUCKOB HapyIIleHnsS HH(POPMAIMOHHON 0€30MaCHOCTH U Mep 3aIlUThl HHPOPMAIINU, PEaTU30BAHHBIX B
MHPOPMALMOHHON CUCTEME;

0) oT 3HAUUMOCTH 00pabaTeiBaeMOH B Hell MH(pOpMaLUH U MaclTada HHPOPMAIMOHHON CUCTEMBI;

B) OT KaTteropuii u macmraba o0padaTbIBaeMbIX B HEW MEPCOHAIBHBIX JAHHBIX; THIIA aKTyalbHBIX yTPO3
NEPCOHAIBHBIM IaHHBIM;

T) OT Mep 3aIUThl HHPOPMAIIH, PEATN30BaHHBIX B MHPOPMAIOHHOM cucTeMe 1 Maciitadba uadopmanm-
OHHOM CHUCTEMBI;

9. ®opmupoBanue TpedoBaHMii K 3amMTe HH(OPMALIMH, COAepKALIEiic B rocy1apcTBeHHOH HH-

(hopmanmonHoii cucTeme, mpeanoaaraer cjaeayolue dTanbl:

a) MPUHATHE PEIICHHUS 0 HEOOXOANMOCTH 3aIUThl HH(GOPMALNH; KIacCUPHUKANI0 HHPOPMAIMOHHOH cu-
CTEMBI 0 TPeOOBAHUAM 3aIIUTHI MHOOPMAIIUH; ONIPEICICHUE Yyrpo3 0e30MacHOCTH HH(OPMAIUH; OIIpeIeie-
HUe TpeOOBaHMUI K CHCTEME 3Tl HH(POPMAIIHH;

0) aHANM3 PUCKOB HAPYIICHNS HH()OPMAIMOHHOM 6€30MTaCHOCTH; Pa3pabOTKy MOJIENH YTPO3 OE301MacHOCTH
WHQOpMAIUK; OTIpeiesieHIe TpeOOBaHU K CHCTEME 3aIUThl HH()OpMaIny;

B) aHAJIN3 HOPMATHBHBIX IPABOBBIX AKTOB, METOIUYECKUX TOKYMEHTOB M HALIMOHAIBHBIX CTAHAAPTOB, KO-
TOPBIM JIOJKHA COOTBETCTBOBATH MH(OPMALIMOHHASI CUCTEMA; ONPEeeIeHUe yrpo3 6e3onacHocTd nHpopma-
UM, OTIpeJiesIeHNEe TPeOOBaHUH K CHCTEME 3aIIUThl HH)OpMAIINK;

T') ompeeneHne HHPOPMAaInH, TOIJIeKAIIEH 3aUTe B UHPOPMALMOHHON CHCTEME B €€ 3HAUNMOCTH;, KJ1ac-
cuuKauu THPOPMAIIMOHHON CHCTEMBI 10 TPeOOBaHUSAM 3aIlIUTH HH(POPMALINHY; OTpeAeTeHne yrpo3 0e3-
OMacHOCTH MHPOPMAIMH; ollpeesicHne TpeOOBaHNH K CUCTEME 3aIUThl HHPOPMAITUH;

10. B kauecTBe HCXOIHBIX AAHHBIX AJI5 ONpeaeseHHs1 Yrpo3 6e30NacCHOCTH HHPOPMAaLMH, COepPKa-

1ieiicsl B rocyapcTBeHHO HH(POPMALMOHHOM cHCcTeMe, UCIIOJIb3YyeTCs:

a) 6aHK TaHHBIX yrpo3 Oe3onacuoctr nHpopMmarnuu (bdu.fstec.ru), a Tak:e MHbIe UCTOUYHUKM, CoaeprKaLLme
cBefeHMA 06 yA3BMMOCTAX U yrpo3ax 6e3onacHocTi MHpopmaumu;

0) Mozenb yrpo3 0e3omacHoCTH HH()OPMAIIHK, @ TAKXKE PE3YJIbTaThl aHAIM3a ySI3BUMOCTEH HH(POPMAaLNOH-
HOM CHCTEMEI;

B) MOJIEIIb YTPo3 0€30MacHOCTH WH(POPMAIINH, Pe3yIbTaThl aHAIHN3a YSI3BUMOCTEH HH(OPMAIIMOHHOW CH-
CTEMBI, a TaK}Ke UHble MCTOYHUKMK, cofepKalupe cBefeHna ob yasBMMOCTAX U yrpo3ax 6esonacHocTu nHpop-
Maumu,

r) 0aHK JaHHBIX yrpo3 O6e3onacHocTH nHpopMaruu (bdu.fstec.ru), a Taxke pe3yabTaThl aHAIH3A YSI3BUMO-
cTeil nH()OPMAITMOHHON CUCTEMBL;

3aaaHns OTKPLITOro TMna

11. CkoJIBKO yCTaHOBIIEHO KJIACCOB 3aITUIIIEHHOCTH TOCYAapCTBEHHBIX HH()OPMAIMOHHBIX CHCTEM?
12. CkoybKO ypOBHEH 3aIMIEHHOCTH YCTAHOBJICHO TSI HH()OPMAIMOHHBIX CUCTEM IEPCOHANBHBIX JaH-
HBIX?

3agaHusa ¢ pa3BEpPHYTbIM OTBETOM

1. Kak ompeaensieTcsi ypoBeHb 3aIIMINEHHOCTH HHPOPMAIIMOHHBIX CHCTEM MEPCOHAIBHBIX TaH-
HBIX?

‘ KpuTepumn oueHmnBaHma ’ LLIkana oueHOK




Obyuatowuiica NpMBOAMT OCHOBHbIe NapameTpbl | OTanyHo (90-100 6annos)
OL,eHKM MHPOPMALIMOHHBIX CUCTEM NEPCOHANb-
HbIX AaHHbIX. [0APO6HO ONUCcaHbI KpUTEPUK
OLeHKM HeobX04MMbIX MapaMeTpoB.
Ob6yyatowmiica NpMBOAMT OCHOBHbIE NapameTpbl | Xopowo (70-80 6annos)
OL,eHKN MHPOPMALIMOHHBIX CUCTEM NEPCOHANb-
HbIX AaHHbIX. [0APO6HO ONMCaH KaXKabll U3 na-
pameTpoB OLLEeHKM. JonyCcKatoTcA HE3HAYNTE b-
Hble HETOYHOCTW.

Ob6yuatowniica gonyckaert ownbKy B napameTpax | YaosnetsoputenbHo (50-70 6annos)
OL,eHKM MHPOPMALMOHHBIX CUCTEM NEPCOHASb-
HbIX AAHHbIX. YaCTMYHO OMMCAH KaXKabli Napa-
meTpoB. OTBET He COAEPHKMUT rPyObIX OLUMOOK.
He npeacTaBneHbl NapameTpbl OLLEHKM UHOOPMa- HeyaosnetBopuTenbHO
LMOHHbIX CUCTEM MEPCOHANbHbIX AaHHbIX. [pK-
CYTCTBYHOT rpybbie OWMOBKN AU HETOYHOCTH.

KomnereHuua OMNK-6

3agaHuns 3aKpbITOro TMna

1. Mopaeanb yrpo3 6e3onacHocTu nHopmManuu U (MJIM) TEXHHYECKOe 3aJ]aHHe HA CO3aHNe rocyaap-
CTBEHHOII MH(POPMANMOHHON CHCTEMBbI J0JKHBI ObITH COrJIACOBAHBI (B Mpeaeaax uX IMOJHOMO-
4YMii B 4aCTH, Kacawuleiicsi BHINOJHEHUs YCTAHOBJIEHHBIX TPeOOBaHMIi 0 3a1uTe HH(poOpManum)
c:

a) ®CTOK Poccun; ®CB Poccun; Muniudpsl Poccun; Pockomuamzop;

0) ®CTIK Poccum; Pockomuanzop; Munmudpsr Poccnn;

B) ®CTOK Poccun; ®Ch Poccun; Pockomuamzop;

r) ®CTIK Poccun; ®Ch Poccun;

1) ®CTIK Poccnun; Munnmdpsl Pocenuy;

2. Tlpu ompenesienuy TpedOBaHUH K cHcTeMe 3alIMThl HH(OPMAaUH HH(POPMANMOHHONH CHCTEMBbI
YUYUTBIBAKOTCS MOJIOKEHHS MOJUTHK obecniedeHusi HHGOPMAIMOHHOI 0e30MacHOCTH:

a) obmagaTens nHMOpMAIUH (3aKa34MKa), a TAKKE MMOIUTHK oOecrieueHns: nH(HOPMAIMOHHON 0e30TacHO-

CTH OTIepaTopa;

0) obmagarens nHQopManmy (3aKka3vrKa), a TAaKXKe MOJUTUK obecriedeHnss HHQOPMAIMOHHOW O0e30macHo-
CTH OIlepaTopa M yINOJHOMOYEHHOIO JIMIA B YACTH, HE IPOTUBOPEYAILeH MonMuTHKaM obianaTesns nHdpopma-
UM (3aKa34nKa);

B) oOJyiagarelnst MHQoOpMaIu (3aka3urKa), a TakKe MOIUTHK oOecriedeHus: HHpopMaIMoOHHOM Oe30macHo-
CTH OIIEpaTopa U YHOJIHOMOYEHHOT'O JIUIIA;

r) obnamarens nHGopMaNuK (3aKka3ulKa), OrepaTopa, IoJIHOMOUYSHHOTO JIMIIA, 8 TAKXKE MMOJUTHUK oOecrie-
yeHUs MH(POPMAIIMOHHON 0E30MacHOCTH NPUBIEKAEMOM OpPraHM3aL M1, UMEIOLEN JIMLEH3NIO HA AesTesb-
HOCTb MO TEXHUYECKOWM 3aLunTe KOHOUAEHLMANbHON MHGOPMaLLMK;

3. TpeOoBaHusl K cucTeMe 3alIUTHI HHPOPMALMH TOCYIaAPCTBEHHOH HHPOPMAIIMOHHON CHCTEMBbI

onpeesoTCs B 3aBUCHMOCTH OT:

a) OaHKa TaHHBIX yrpo3 OezomacHocTH nHpopManuu (bdu.fstec.ru), a Takke pe3ynbTaTOB aHAIM3a YSI3BHU-
MocTei HHPOPMALTUOHHON CUCTEMBI;

0) Mozaenu yrpo3 0e30macHOCTH HH(GOPMAIUH, a TAKKE PE3yJIbTaTOB aHaJIN3a YsI3BUMOCTeH MH(OpMaIu-
OHHOM CUCTEMEL;

B) KJlacca 3alIMIICHHOCTH HH()OPMAIIMOHHOM CHCTEMBI M YIpo3 0€3011acCHOCTH WH(POPMALIMH, BKIIIOYEHHBIX
B MOJIEIb YTPO3 0€301acHOCTH HH(POPMAIINH;

T') OT 3HAYUMOCTH 00pabaTeiBaeMoli B Hel HH(MOpMAINU U MaciTada HHPOPMAIIOHHOMN CHCTEMBI

4. Pa3padoTKa cucTeMbl 3alIUTHI HH(popManu HHGOPMALTHOHHOI CHCTEMBI OPraHU3yeTcs:

a) obnagareneM uH(popMaKy (3aKa34UKOM);

0) omepatopoM HHPOPMAITHOHHON CHCTEMEI;

B) YIOJIHOMOYEHHBIM JTUIIOM;

T') IpUBJIEKaeMO OpraHu3alyel, UMEIOILeH ITUIEH3HUIO Ha ACATEIbHOCTh [0 TEXHUYECKOH 3aluTe KOHPH-
JCHIIMATbHON HH(pOpMALNH;



5. B kakux nH(GOPMAINUOHHBIX CHCTeMax B LeJIAX 3aIlMThl HH(OpPMalMH NPeIyCMOTPEHO 00s13a-
TeJIbHOE PHMEHEeHHe CPeICTB Kpunrorpaguyeckoii 3amuTsl HHGopManun?

a) B TOCYIapCTBEHHBIX WH()OPMAIIMOHHBIX CHCTEMAX;

0) B MH(QOPMAIIMOHHBIX CUCTEMaX NEPCOHANBHBIX JaHHBIX;

B) B MHPOPMALIMOHHBIX CHCTEMax OOIIEero MoJIb30BaHUs;

') B MHQOPMALIMOHHBIX CUCTEMAaX MEPCOHANBHBIX JaHHBIX, €CJIU IEPCOHAIbHbBIC NaHHbIEC MOIEKAT KPHUII-
TOTrpadUIecKoil 3aluTe B COOTBETCTBHHU C 3aKOHOAATEIHCTBOM Poccuiickoit Depepariiii 1 OCyIIECTBISIETCS
nepeaaya TakuxX NepCOHATBHBIX JaHHBIX 10 HE 3aIIMIICHHBIM KaHaIaM CBSI3U W/WIIN OCYLIECTBISIETCS] XpaHe-
HHUE TIEpPCOHABHBIX JaHHBIX Ha HOCUTENSIX HH(POPMALNK, HECAHKIIHOHUPOBAHHBIM JOCTYN K KOTOPBIM CO CTO-
POHBI HAPYLIUTEIIA HE MOXKET ObITh HCKJIIOYEH C MIOMOIBI0 HEKPUNTOrPahUIECKUX METOOB U CIIOCOOOB;

6. B xakux HH(GOPMANMOHHBIX CHCTEMAaX B HeJSX 3aIUUTHI MH(OPMALMU NMPeAyCMOTPeHO 00s13a-

TeJIbHOE MPUMeHeHUe KBAJIN(PUIMPOBAHHOM 3JIEKTPOHHOMH MoANMCH?

a) B TOCYIapCTBEHHBIX HH(POPMAIIMOHHBIX CHCTEMAX;

0) B mH(pOPMAITMOHHBIX CUCTEMaX MEPCOHATBHBIX JAHHBIX;

B) B HH()OPMAITMOHHBIX CHCTEMax OOIIETO MOJH30BaHMS;

T') BO BCEX MEPEUNCIICHHBIX BbIIIe HHPOPMAIIHOHHBIX CHCTEMAX;

7. Pa3zpaborka cucteMbl 3aiIMThHI HHGOpMauu HHGOPMALUOHHOI CHCTEMBbI OCYLIECTBJISIETCS B CO-
OTBETCTBHU € TEXHUYECKHUM 33/1aHHEM HA co31aHue HHGPOPMALUOHHOI cucTeMBbl U (MJIN) TEXHU-
YeCcKHM 3a/1aHUeM (YACTHBIM TeXHHYECKHM 3a/JaHHEeM) Ha CO3/IaHHEe CHCTeMBbI 3amuThl uHdop-
Malnuu MH(OPMAIIMOHHON CHCTEMBI H BKJIIOYAET CJEAYIOIINE CTATNM:

a) xIaccuukanuio MHPOPMAIMOHHON CHUCTEMBI TI0 TpeOOBaHMSIM 3aIIUTH HHPOPMANINHN; OTpeeTeHIe

yrpo3 0e30nacHOCTH UHGOPMAIUH; ONPe/eIICHUE TPEOOBAHUH K CUCTEME 3allUThl HH(POPMAIIHUH;

0) pa3paboTKy MOJENH yrpo3; onpeelieHrne TPeOOBAaHUA K CHCTEME 3alUThl HHPOPMAIIIH; ONpeeICHIe
BUJIOB M THIIOB CPEICTB 3alUThl HHPOPMALUH, 00SCIICUHNBAIOIINX PEATH3ALNI0 TEXHUIECKUX MEp 3allUThI
uHQOpMaIUK; pa3padoTKy HKCIUTyaTallHOHHOW JOKYMEHTAIINH;

B) pa3pabOTKy MOJEIH YIpo3; ompeiesieHre TpeOOBaH! K CHCTEME 3allliThl HHPOPMAINH; OTIpeieIicHIE
HEOOXOIUMBIX CPEACTB 3aIUThl MH(OpMaLUK; pa3padoTKy OpraHU3alMOHHO-PACIIOPSIANTENBFHOM U IKCILTya-
TAllMOHHOW TOKYMEHTAlIUH;

T') IPOCKTUPOBAHHUE CUCTEMBI 3alIUTHI MHPOPMAIUK; Pa3paboTKy IKCIUTyaTallMOHHON TOKYMEHTAIHH;

MaKeTHPOBAaHUE U TECTHPOBAHUE CHCTEMBI 3aIIUTH HHPOpMAHH (TP HEOOXOIUMOCTH);

8. DJkcmiryaTauMoHHAasi TOKyMEHTAIIMS HA CHCTeMY 3aIUThI HHpoOpManuu HH(POPMAIIMOHHON CcH-
crembl paspadareiBaercs ¢ yueroM 'OCT 34.601, TOCT 34.201 u 'OCT P 51624 u noskHa B
TOM YHCJIe COePKATh:

a) pyKOBOJICTBO TMOJIb30BAaTENS; PYKOBOJICTBO ONEPATOpa; PyKOBOACTBO aIMUHUCTPATOPA; OTMCaHHE TTpa-

BUJI KCIUTyaTallly CUCTEMBI 3alMThI HH(pOpMayu HH)OPMAIIMOHHON CHCTEMBI;

0) omucaHue CTPYKTYpPbl CUCTEMBI 3aIIUThl HH)OpMaUU HHPOPMALMOHHONW CHUCTEMBbI; OIMCAaHUE COCTAaBA,
MECT YCTAaHOBKH, TAPaMETPOB U MOPsAKA HACTPOHKHU CPEJICTB 3alIUThI HHPOPMAIHH, IPOTPAMMHOT0 obectie-
YEeHUS U TEXHUUECKUX CPE/ICTB; ONMCAHUE MPABUII HKCIUTyaTallud CUCTEMBI 3aILHTHI;

B) PYKOBOJICTBO aJMHHUCTPATOpa HHPOPMALIMOHHON CHCTEMBbI; OITMCAHUE NPABWI Pa3BEPTHIBAHUS U JKC-
TUTyaTaliy CUCTEMBI 3aIIUTh HH(OpMaui HHYOPMAIIMOHHON CHCTEMBI,

T') IOPSIOK Pa3BePTHIBAHUS M HACTPOWKH CPEJICTB 3aIUTH MHPOPMAIUH; ONTMCAHKE IPABHJII IKCILTyaTalluu
CHCTEMBI 3aILUTHI; IPaBuiIa U TPEOOBAHUS 110 peaIM3ally YCTaHOBJICHHBIX MEP 3alUThl HH)OPMALIH;

9. BHeapeHue cHCTEMBI 3aIIUTHI HHGOPMALTUHN HH(POPMAIIMOHHON CUCTEMbI OPraHU3YeTCs:

a) obnazaresieM nHpopMaIlyu (3aKa3uuKkoMm);

0) omepatopoM HH(POPMAITMOHHON CUCTEMB,

B) YHOJIHOMOYEHHBIM JIILIOM;

T) MIPUBJIEKaEMOM OpTaHM3aLnel, UMEIOIIEeH JINIIEH3NIO Ha e TeIbHOCTD 10 TEXHIHYECKO 3aniuTe KOHPH-
JIEHIIMATbHON MH()OpMAIIHK;

10.BHenpenue cucTeMbl 3aIIUTHI HHPOPMAIMU HH(POPMAIIMOHHON CHCTEMBI OCYLIECTBJIsIETCS B CO-
OTBETCTBHU € MPOEKTHOH M IKCIJIYyaTAIIMOHHOW JOKYMEHTAaluel Ha CHCTEMY 3alIUThI WHGopMauu
HH(OPMANMOHHON CHCTEeMbI U B TOM YHCJIe BKIIOYAeT:

a) HACTPOHKY CPE/ICTB 3aLIUTHI; PEABAPUTEIbHBIC HCIIBITAHNS CUCTEMBI 3alIMTHl HH(OPMAIIKH; OTIBITHYIO
OKCILTyaTallkuio CUCTEMBI 3alIUThI I/IH(i)OpMaIJ;I/II/I; MIPUEMOYHBIC HUCIIbITaAHUA, aTTCCTAIUIO HH(i)OpMaHHOHHOﬁ
CHCTEMBI;

0) pasBepThHIBAaHHE CPEICTB 3aLIUTHL; pa3padOTKy OpraHW3alHMOHHBIX MEP 3alIUThl HHPOPMALIUH; IpeIBa-
PUTEIIbHBLIC UCTIBITAHUA CUCTEMBI 3alITUTHI I/IH(i)OpMaHI/II/I; OIIBITHYIO SKCIITyaTallutO CUCTEMBI 3allIUThI I/IH(i)Op-
Malliy; aHAJIU3 YSI3BUMOCTEH M PUHATUE MeP 3alIUThI HH)OPMAIIHUH 10 UX YCTPAHEHUIO; IPUEMOYHBIC UCTIBI-
TaHUS;



B) YCTAaHOBKY U HACTPOUKY CPEICTB 3aIUTHI; Pa3pab0oTKy OpraHu3alliOHHO-PACTIOPSAUTENbHBIX JOKYMEH-
TOB 10 3alIUTe HH()OPMALIMK; BHEIPEHNE OPTaHU3AIMOHHBIX MEp 3aIIUTHl HHPOPMALINY; TPeABApUTENHHBIC
WCTIBITAHUS] CUCTEMBI 3alIUThl HH(POPMALIMH; ONBITHYIO SKCILTYaTallUI0 CUCTEMBbI 3allUThl HH(POPMAaLlUH; aHa-
TIU3 YSA3BUMOCTEH U MIPUHATHE MEP 3aIIUThl HHOOPMALUH 110 UX YCTPaHEHHIO; IPUEMOYHBIEC UCTIBITAHUS;

T') YCTaHOBKY W HACTPOUKY CPEACTB 3aIIUTHI; pa3paboTKy OpraHU3alHOHHO-PACTIOPSANTEIHHBIX JOKYMEH-
TOB TIO 3aInTe WH(GOPMAINH; BHEAPEHHE OPTaHN3aMOHHBIX MEp 3alUTH HHPOPMAINK; 00yUIeHHE O30~
BaTeJIeil; MpeJBapUTEIbHbBIC UCTIBITAHUS CUCTEMBI 3aIUThl HHPOPMALIMH; ONBITHYIO SKCIUTYaTallUI0 CUCTEMBI
3amu Tl HHGOPMAIIHIH;, IPHEMOYHBIE HCITHITAHUS;

3a4aHus OTKPbLITOro TMna

1. Ckonbko YCTAHOBJICHO KJIACCOB AJid CPEACTB KPUIITO3AIIUTHI I/IH(bOpMaHI/II/I?
2. CKOIIBKO YCTAaHOBJICHO KJIaCCOB AJid I/IH(i)OpMaHI/IOHHBIX CHUCTEM 06HICFO IIOJI30BAHUsA?

3agaHus € pa3BépHYTbIM OTBETOM

1. KaKue oCHOBHble MeponpUATUA 3aLUTbl UHGOPMaL MU NPOBOAATCA B rocyaapcTBeHHOM uHdop-
MaLMOHHOI cucteme (OT co3aaHUA 40 BbiBOAa U3 IKCRIyaTauum).

Kputepuun oueHnsaHuA LWkana oueHoK
Obyuatowuiica NpMBOAMT OCHOBHblE meponpua- | OTandyHo (90-100 6annos)
TUA 3aWMTbl UHGOPMALMKN B rOCYAAaPCTBEHHbIX
MHbOPMaUMOHHbIX cucTtemax. MoapobHo onncaH
KaXKAbli1 U3 3Tanos.
Obyuatowuiica NpMBOAMT OCHOBHbIE Meponpus- | Xopolwuo (70-80 6annos)
TUA 3aWMTbl UHGOPMALMKN B rOCYAAaPCTBEHHbIX
MHDOPMaUMOHHbIX cucTtemax. MoapobHo onncaH
Ka*Kablii U3 aTanoB. [lonycKaloTcs He3HauYUTe b-
Hbleé HETOYHOCTW.
Obyuatowuiica AonyckaeT olnbKy B nocnenosa- | YaosnetsoputenbHo (50-70 6annos)
TE/IbHOCTU OCHOBHbIX MEPONPUATUNA 3aLUUTbI UH-
dbopmalL MM B rocyAapcTBeHHbIX MHGOPMaLNOH-
HbIX cMcTemax. HYaCcTMUYHO onmncaH KaxAabli U3 3Ta-
nos. OTBET He COAEPKUT rpybbIX OLLIMBOK.
He npeacTtaBneHbl 3Tanbl XXM3HEHHOTO LMKAA roc- HeyaoBnetsBopuTenbHO
YAAPCTBEHHbIX MHGOPMaLMOHHbIX cuctem. Mpu-
CYTCTBYHOT rpybbie oWnBKN AU HETOUHOCTH.

KomnerteHuusa OMNK-10

3agaHus 3aKpbITOro TMna

1. B rocymapcTBeHHOI HH()POPMANMOHHOI CUCTeMe KAK MUHUMYM MOAJIEKAT PerHCTPAIIMHU CJIeNy-

o1ue cOObITHS:

a) BX0J (BBIXOJ), a TAK)K€ MOMBITKHA BX0Ja CyOBEKTOB I0CTYyNa B MHPOPMALMOHHYIO CUCTEMY U 3arpy3KH
(ocTaHoOBa) OMEPAITMOHHON CUCTEMBI,

0) MOAKIIFOYEHNE MAIIMHHBIX HOCHUTENEH HH(POPMALIUK U BBIBOJ HH(GOPMAIIUU HA HOCUTENTU HHPOPMAIIUH;

B) 3alyCK (3aBepILICHHE) IPOrpaMM U MPOILECCOB (3aaHuil, 3a1a4), CBA3aHHBIX ¢ 00pabOTKOM 3ammiae-
Moi nH(opMaIuy;

T) MOMBITKH JJOCTYIA MPOTPAMMHBIX CPEJICTB K ONPE/eIieMbIM OIepaTOPOM 3aIUIAEMBIM 00BEKTaM JI0-
cTyna (TEXHHYECKUM CpeJCTBaM, y3JlaM CETH, JUHUAM (KaHajaM) CBS3M, BHEIIHUM YCTPOMCTBaM, Mporpam-
MaMm, ToOMaMm, KaTajoram, (aiiaam, 3amucsam, MoJsiM 3ariceil) 1 MHBIM 00BbEKTaM JI0CTYIIa;

JT) TIOTIBITKU YAAJICHHOTO JIOCTYIIA;

€) Bce BBIIICTIEPEUNCIICHHBIE COOBITHS,

2. Pa3zpaGaTpiBaeMble OPraHM3allMOHHO-PACTOPSIANTEIbHbIE TOKYMEHThI M0 3amuTe undopma-
MM J0JKHBI ONIpeieiiTh MPABUJIA M MPOLENYPHI:



a) ympaBiieHHs (aJMUHUCTPHUPOBAHUS) CHCTEMOHM 3alIUThl MHQOPMAIMK; BBIIBICHUS MHIHUICHTOB Oe€3-
OIMACHOCTH MHPOPMAIIH U pEarupoBaHUs Ha HUX; YIPaBJICHUS KOHGUTypanueil nHHOPMAIMOHHON CHCTEMBI
Y CHUCTEMBI 3alUThl HH(OpMaKu; KOHTPOJIS (MOHUTOPHHTA) 32 00eCleYeHHEM YPOBHS 3alIUIIEHHOCTH WH-
¢dopmanmnu, cogepkamieiics B ”HQOpMAIIMOHHOW CUCTEME; 3aIUThl HH(OPMAaLMHU MPH BBEIBOJE U3 DKCILTyaTa-
IMY HHGOOPMAITMOHHON CUCTEMBI WM TTOCIIE IPUHATHS PEIICHUS 00 OKOHYaHUH 00paOOTKH WH(OPMAIIHH;

0) yripaBneHus (aIMIHACTPUPOBAHUS) CUCTEMOH 3alTUTH HHGOPMAITNH; YIIPaBICHUS KOH(UTyparren nH-
(opMaLMOHHON CHUCTEMBI M CHCTEMBI 3aIIUThl WHPOPMAIMK; KOHTPOJIsi (MOHUTOPHHTA) 3a o0ecrieueHueM
YpOBHS 3alIUIIEHHOCTH HH()OPMAIINK, COAepkKaIeicss B HH(POPMAIIMOHHON CUCTEME; 3aIUTH HHPOpPMAIUN
TP BBIBOJIC M3 DKCIUTyaTallii WH()OPMAIMOHHONH CHUCTEMBI WM TOCTe TMPUHATHS PemieHusl 00 OKOHYaHHU
00paboTKu uHpOpMaLINY;

B) ynpaBiieHHs (a AMUHUCTPUPOBAHHS) CUCTEMOH 3aIUThl HH(OpMaIMKY; yIpaBiieHHs KOHQUTypaen nH-
(hOpMaIMOHHON CHCTEMBI M CHCTEMBI 3aIllUTHl MHGOPMAIIUK; KOHTPOIS (MOHHUTOpPUHTA) 32 OOecIeueHuEM
YPOBHS 3alIMIIIEHHOCTH HHPOPMALIUH, COAepKalIelcsl B MTHPOPMalHOHHON CUCTEME;

T') BBISBJICHUS! MHIUACHTOB 0€30MacHOCTH MH(OPMALMU U PearnpoBaHus Ha HUX; YHpaBIeHUS KOH(UTY-
parieii "HGOPMAIMOHHON CHCTEMBI M CHCTEMBI 3alTUTHI HH(OPMAITHH; KOHTPOJII (MOHUTOPHHTA) 3a obecTie-
YeHHEM yPOBHS 3aIIUIIICHHOCTH WH(OPMAITHIH, COJIeprKalIelicss B MHPOPMAIIMOHHOH CHCTEME;

3. Ilpu BHeApEeHNHU OPraHU3ANMOHHBLIX Mep 3aUUTHI HH(OPMAIIMHT 0CYIIECTBISIIOTC:

a) peanu3anys NpaBUJl pasrpaHHUYCHHUs JOCTYIA, YCTAHOBKA M HACTPOHKA CPEJCTB 3allMThI; pa3paboTka
OpTraHM3aIMOHHO-PACTIOPSAAUTEIBHBIX JOKYMEHTOB IO 3aluTe WHPOpManuu; OOy4YeHHE I0JIb30BaTeNei;
TIpeIBapUTEIbHBIE UCTIBITAHHS CHCTEMBI 3aIIUTH WH(POPMALIUHN; OMBITHAS IKCILTyaTaI[Uusl CUCTEMBI 3aIllUThHI
UHQOPMAIIH;

0) peanmu3zanus MpaBwII pa3rpaHUYCHUs JOCTYIA, U BBEJICHNE OTPAaHWYSHUH Ha JEHCTBUS MOJIb30BaTEIEH,
a TaKKe Ha M3MEHEHHE YCIIOBHH 3KCILTyaTallii, COCTaBa M KOHPUTypaIH TEXHUIECKHAX CPEICTB H IIPOTPAMM-
HOT'0 00eCTICUeHHST; TPOBEPKA MOIHOTHI U IETaIbHOCTH ONMCAHUS B OPraHU3allMOHHO-PACTIOPSIUTEIBHBIX J0-
KyMEHTax 10 3amuTe WHQopManuu AEHCTBUN MOJIb30BaTENeld M aJMUHHCTPATOPOB; OTpPabOTKa NeHcTBUI
JTOJKHOCTHBIX JIUII U TIOJpa3/IeIeHnid, OTBETCTBEHHBIX 32 pean3alliio Mep 3aIlUuThl HHGOPMAIIHH;

B) pa3BepTHIBAaHHUE CPEACTB 3aIIUTHI, pa3pad0TKa OPraHU3AIMOHHBIX Mep 3aIluThl HH(OPMAIUH; TTPpeIBa-
PUTENbHBIC UCTIBITAHMUS CUCTEMBI 3aIIUTHl HH)OPMAIIMHU; ONMBITHYIO SKCILTyaTallui0 CUCTEMBI 3alIUTHl HHPOP-
MaIiH; aHAIIN3 YA3BUMOCTEH U MPUHSTHAE MEP 3aIUThl HH(OPMAITUH 0 UX YCTPaHEHUIO; IPUEMOYHBIE UCTIBI-
TaHUS;

r) oOyueHHe IMOJIb30BaTelIeH; MpeBapUTEIbHbIC HCIBITAHUS CUCTEMbI 3aIIMTHl WHQOPMAIUK;, OMBITHAS
IKCIUTyaTalis CUCTEMbI 3aIIUTHl HH)OPMAIINHY; aHAIN3 YA3BUMOCTEH M MIPHHATHE Mep 3aIlUThl HHQOpMaIuu
M0 WX YCTPAHEHWIO; pealln3aliisl MPaBUil pa3TpaHUUYeHHs JIOCTYIa, W BBEIIEHHUE OIpaHUYCHUH Ha IEHCTBUS
TMOJIb30BaTENEH; MPOBEPKA MOJHOTHI U JIETATbHOCTH OIMMCAHMS B OpraHU3aIlHOHHO-PACTIOPSAUTEIbHBIX JIOKY-
MEHTaX T10 3aIuTe HHOOPMAIIUH JISHCTBHIA MOJIb30BaTEICH U aJIMUHUCTPATOPOB; OTPAOOTKa IEHCTBUI JODK-
HOCTHBIX JIAI] ¥ TIO/Ipa3/IeNIeHNI, OTBETCTBEHHBIX 34 PEATM3AIHAI0 MEpP 3aIUTHl HHPOPMAIIHH;

4. Ananu3 ya3BuMocTeii HHPOPMAIIMOHHOW CUCTEMbI BKJIIOYAET:

a) TECTUPOBaHUE HA IPOHWKHOBEHHUE; yCTAHOBKA OOHOBJICHHUH ITPOTPAMMHOTO 00eCTIeUeHHST; TIOATBEPIKIe-
HUE, YTO B UH)OPMAIIMOHHON CUCTEME OTCYTCTBYIOT YSA3BHMOCTH, COZIEpIKaIirecs B OaHKe TaHHBIX yrpo3 0e3-
onacHocTH nHGopmaru PCTIOK Poccuy;

0) ckanmpoBaHHE CEepPTHMOUIUPOBAHHBIMU CPEICTBAMH 3aIIUTH MH(POPMAIMK; yCTaHOBKA OOHOBIICHWI
MPOTrPaMMHOTO 00ecTieueHHsT; IOATBEPKACHUE, YTO B MH(POPMAIIMOHHOM CUCTEME OTCYTCTBYIOT YSI3BUMOCTH,
cojepkammecs: B 0aHke AaHHBIX yrpo3 O6ezonacHocT nHpopmarn PCTIOK Poceuny;

B) aHANU3 YS3BUMOCTEHW IIPOrpaMMHOr0 oOecriedeH sl nH(GHOPMAIMOHHON CUCTEMBI; YCTaHOBKAa OOHOBIIE-
HUI IPOTrpaMMHOTO o0OecTieYeHus; MOATBEPIKICHNE, YTO B MHPOPMAIIMOHHON CUCTEME OTCYTCTBYIOT YSI3BH-
MOCTH, CoJepKalnecs B 0aHKe JaHHBIX yrpo3 O0e3onacHocTd nndpopmaimu PCTIK Poccun;

') aHAJIN3 YSI3BUMOCTEH CPEJCTB 3aIUThl HH)OpMAINK, TEXHUYECKUX CPEACTB U NPOrpaMMHOro odecrie-
YeHUs1 THQOPMAIIMOHHOW CHCTEMBI;

5. B ciyuyae BbIsIBJIEHHS YSI3BUMOCTeil HHPOPMALMOHHOII CHCTeMbl, IPHBOASIIIMX K BOSHUKHOBe-
HMIO JOTIOJTHUTEJIBHBIX YIPo3 0e30nacHOCTH HHGOPMALUH, TPOBOIUTCS:

a) yTOYHEHHE MOJIENIN YTpo3 0e30MacHOCTH HHPOPMALMK U IPY HE00XO0AMMOCTH IPUHUMAIOTCSI JOTIOIHU-
TEJBHBIE MEPHI 3aIUTH MHGOPMAITUH, HATIPABJIICHHBIC HA YCTPAHEHHE BBISABICHHBIX YSI3BUMOCTEH WIIA HCKITIO-
YaroIue BO3MOXHOCTD UCIIONF30BAHUS HAPYIIUTENIEM BISIBICHHBIX YS3BUMOCTEH;

0) MPUHUMAIOTCS IOTIOJTHUTENILHBIE MEPHI 3AIIUTH HHPOPMAIINH, HAlPaBJICHHBIE Ha YCTPaHEHUE BBISBIICH-
HBIX YS3BUMOCTEH MJIM MCKIIIOYAIOIINE BO3MOKHOCT MUCIIOJIb30BaHNS HAPYILIUTEIEM BBISIBICHHBIX YSI3BUMO-
CTeit;

B) YCTaHOBKAa OOHOBJICHUI ITPOrPaMMHOT0 00eCTIeYCHUS; IPUHUMAIOTCS JIOTIOTHUTEBHbBIE MEPhI 3aIUThI
MH(OPMaIUK, HAIPABJICHHbIE HA YCTPAHEHUE BBIBICHHBIX YSI3BUMOCTEH MM MCKIIIOYAOIINE BO3ZMOKHOCTD
WCIIOJIb30BaHMsI HAPYIIUTENIEM BBISIBIICHHBIX YSI3BUMOCTEIH;



T') yCTaHOBKAa OOHOBJIEHUI MPOrpaMMHOTO OOECTIeYeHUs; MOATBEPKACHIE, YTO B HHPOPMAIIOHHOH CH-
CTeMe OTCYTCTBYIOT YS3BHMOCTH, COAEpKaluecss B OaHKe NaHHBIX yrpo3 Oe3omacHOCTH HH(pOpManuu
®CTIK Poccuu;

6. Arrecranus HH(OPMAIIMOHHON CHCTEMbI OPraHU3YeTCSI:

a) obnagareneM uHpGopMaKK (3aKa3UNKOM);

0) omrepatopoM HHPOPMAITHOHHON CHCTEMBI,

B) obnanaTeneM HHPOpMaIHH (3aKa34UKOM) HITH ONIEPaTOpOM;

T') IpUBJIEKaeMOH OpraHu3aliel, UMEIOILEeH TUIEH3HUIO Ha ACATEIbHOCTh M0 TEXHUYECKOH 3aluTe KOH(PH-
JEHIUAIbHON HH(OpMALINY;

7. WndopmauuoHHbie cucTeMbl, (yHKIMOHUPYIOIIHE HA 6a3e 00uIeil HHPpPacTPYKTYpHI (CpeaAcTB
BbIYMCJIUTEIbHONH TeXHUKH, CEPBEPOB TeJIeKOMMYHHKAILMOHHOT0 000PY/10BaHMs1) B KayecTBe NPUKJIaj-
HbIX CEPBHCOB, NOJJIEKAT aTTeCTALMH:

a) B COCTaBe yKa3aHHOW UH(PPACTPYKTYPHI;

0) mo otaenbHOCTH; 00IIast HHPPACTPYKTypa MOJKHA UMETh CBOM aTTecTaT COOTBETCTBUS TPEOOBAHUSIM
Oe3omacHoCcTH HH(pOpMAITHH;

B) B COCTaBE€ yKa3aHHON MH(PacTPyKTypbl; JOMyCKaeTcs MPOBEIACHUE aTTeCTallMU TaKMX MH(POPMAaLUOH-
HBIX CUCTEM OTHENBHO;

r) Kaxzaas Takas WHQOPMaIOHHAs CHCTeMa JOJKHA MMETh CBOM aTTECTAaT COOTBETCTBUS TPEOOBAHUSAM
0e30macHOCTH H(pOPMAIIMK; aTTECTAIUs 00IIeH HHPPACTPYKTYPhl HE00A3aTeIbHA;

8. Ha kakoii cCpok BbIIaeTcsl aTTeCTAT COOTBETCTBHA TPeOOBAHUSAM MO 3amuTe MHGOPMANIMU HA
rocy1apcTBEHHYI0 MH(OPMANIMOHHYIO cUCTEMY?

a) Ha 3 rona;

0) Ha 5 JeT;

B) Ha BpeMsl SKCILTyaTallii TOCYAapCTBEHHON MH(POPMALIMOHHON CHCTEMBI,

r) OECCpOUHO;

9. IIpaBoBoii aKT Oprana MCIOJHHUTEJILHON BJIACTH O BBOjIe CHCTEMbI B IKCIJIyaTAIIMI0 BKJIIOYAET
MepOonpHUsITHSI:

a) 1o pa3paboTKe M yTBEPKACHUIO OpraHU3a[HOHHO-PACTIOPAAUTENLHBIX JOKYMEHTOB; 110 aTTECTAIlHU CU-
CTEMBI 11O TpC6OBaHI/I$IM 3allluThI I/IH(I)OpMaHI/II/I; I10 MOATOTOBKE NOJKHOCTHBIX JIMII K OKCILTyaTalluu CUCTEMBI;

0) 1o pa3paboTKe U YTBEPXKICHUIO OPraHU3allHOHHO-PACTIOPSANTEIBHBIX JOKYMEHTOB; 110 aTTECTallUU CU-
CTEMBbI 110 TPeOOBAHUSIM 3aIlIUTHl MH(POPMAMK; O HOATOTOBKE K SKCIUTyaTallid CHCTEMBI; 110 ITOATOTOBKE
JOJDKHOCTHBIX JIMIT K OKCIITyaTallu CUCTEMEIL,

B) IO aTTECTAllMX CHUCTEMBI IO TPEOOBAHMIM 3aIIUThl HH)OPMAILIMH; MO MOJATOTOBKE K 3KCIUTyaTalllH CU-
CTEMBI; 10 OATOTOBKE JOJDKHOCTHBIX JIMI K SKCIUTyaTallid CHCTEMBI;

F) I10 MOATOTOBKE K OKCILTyaTallui CUCTEMBI; 110 IMOATOTOBKE NOJIPKHOCTHBIX JIMII K OKCILTyaTallui CUCTEMBI,

10. O6s13aH0 J1M IML0, OCYLECTBIsIOIIee 00Pa0OTKY NMEePCOHAIBHBIX JaHHBIX M0 MOPYYEHHIO Olle-
paTopa, moJay4aTh corjacue cydbeKTa NepcoHATbHBIX JAHHBIX Ha 00pa0oTKY ero nepcoHaabHbIX aH-
HBIX?

a) CooTBeTCTBYIOIIIEE JIULIO HE 00SI3aHO MOJIyYaTh coracue cyObeKTa MepCOHANbHBIX JaHHBIX Ha 00pa-
0OTKY €ro MepCOHATBHBIX JaHHBIX;

0) COOTBETCTBYIOIIIEE JIUIIO 00sI3aHO MOJIY4aTh COTrJIacHe CyObhEeKTa IEPCOHAIBHBIX JIAHHBIX Ha 00pa00TKy
€ro MepCOoHAIbHBIX TaHHBIX;

B) COOTBETCTBYIOILIEE JIUIIO MOKET MOJy4aTh COrIache CyObeKTa MePCOHANBHBIX TaHHBIX Ha 00paboTKy
€T0 NMCPCOHAJIBHBIX JAaHHBIX B 3aBUCUMOCTHU OT JKeJIaHU ¥ BO3MOYKHOCTEHN JaHHOTI'O JIMIIA,

I') COOTBETCTBYIOIIEE JIUIO 0013aHO MOTY4aTh COTJIaCHe CyOBEKTa IEpCOHABHBIX TaHHBIX Ha 00paboTKy
€ro NepCOHANIBHBIX JTaHHBIX B CiIydae, eciii 00pabaThIBAIOTCS CleHUaIbHbIE KaTerOpPUU NEPCOHANBHBIX JaH-
HBIX CYOBEKTa;

1) HET IPAaBHUIIBHOTO OTBETA;

11.KakoB onpenesiloluii NPU3HAK rocyJ1apcTBeHHOH HH(POPMALMOHHOM cucTeMbI?

a) TpeOoBaHMS K 3amuTe WHpoOpMauuu B WHPOpManmoHHOH cucteme ompenensior @Cb Poccun u
®OCTOK Poccnn;

0) nadopMaIoHHas CHCTeMa CO3J[aHa 3a CUET TOCYAapCTBEHHOTO OI0JKETA;

B) MH(OPMAIMOHHAS CUCTEMA SKCIUTYaTHPYETCsl B TOCYIapCTBEHHOW OpraHU3alvy;

) HHPOPMAIMOHHAS CHCTEMa CO3/[aHa Ha OCHOBaHWH (heiepalibHOTO 3aKOHA WIIM NIPABOBOTO aKTa I'oCy-
JTAPCTBEHHOT'O OpraHa.

3agaHus OTKPbLITOro TMna




1. Hudopmarms, Z0CTyI K KOTOPOM orpaHu4eH deaepabHbIMKA 3aKOHAMH Ha3bIBaeTCs HH(pOpManuei
2. Kak yacto HE0OXOAMMO MPOBOJAUTH KOHTPOJIb 3alIUTHl HH()OPMAIIUN B TOCYJApCTBEHHBIX WHpOPMa-
IIUOHHBIX CUCTEMAX 2 U 3 Kilacca 3allUIIeHHOCTH?

3agaHus € pa3BépPHYTbIM OTBETOM

1. Kak ompeaensieTcsi HEOOX0AUMOCTh MPUMEHEHHUS CPEACTB KPUNTO3ANIUATHI HH(POPMALHHA ¥ UX
TpedyeMblii KJacc A5 3aJaHHOH HH(POPMAITMOHHOM CHCTeMBbI?

KpuTtepumn oueHMBaHMs LLIkana oueHOK
Obyyatowmiica NpMBOAMT OCHOBHbIE AOKYMeHTbI, | OTanyHo (90-100 6annos)
pernameHTMpylowme NpUMeHeHNe CPeacTB Kpun-
TO3aWKTbl MHPOpMaLmn. MoapobHO onumcaHbl
KpuTepum onpegensolme Heobxog4MmMocCTb Npu-
MEHEHMUSA CPeACTB KPUNTO3ALWMTbI MHPOPMALUN.
Ob6yuatowmitca NpMBOAUT OCHOBHbIE AOKYMEHTbI, | Xopowo (70-80 6annos)
pernameHTUpytoLLmMe NpuMmeHeHne CpeacTs Kpun-
TO3aWMTbl MHPOpMaLumn. MoapobHO onumcaHbl
KpUTEPUUM OnpeaensaoLmne HeobxoAMMOCTb Npu-
MEHEHMUSA CPeACTB KPUNTO3aLWMTbI MHPOPMALUN.
JonycKatoTca He3HauyuTeIbHble HETOYHOCTM.
Obyyvarowuiica gONycKaeT OWNDOKY B KpUTepUAX, YnosnetsoputenbHo (50-70 6annos)
onpezensowmx HeobxoAMMOCTb MPUMEHEHMA
CpPeAcTB KPMNTO3aLWMTbl MHGOopMauumn. He
TBEPAO 3HAET HOPMATMBHbIE LLOKYMEHTbI, perna-
MEHTUpPYIOLLME NPUMEHEHWNE CPEACTB KPUNTO3a-
WNTbl MHPopMaLMn. OTBET HE COAEPHKUT rpybbIx
OLINBOK.
Ob6yuatowniica He 3HaeT HoOpMaTUBHbIE OKY- HeynosnetBopuTeNbHO
MEHTbI, pernameHTUpyoLLMe NpUMMeHeHne
CpeacTB KPUNTO3aWMTbl MHPopMaLmn. MpucyT-
CTBYIOT rpybbie OLWMBKN NN HETOYHOCTU.

KomnerteHuusa OMNK-12

3agaHus 3aKpbITOro TMna

1. B cayuae onpenejieHHs B Ka4ecTBe AaKTYAJIbHBIX YITPo3 0€30MaCHOCTH NMePCOHATbHBIX JaHHBIX 1-
ro M 2-ro TMNOB NMPOBepPKa CHCTEMHOr0 M (WJIM) MPHUKJIATHOIO MPOrPaMMHOro olecrevyeHusd,
BKJIIOYASl MPOrPaAMMHBIN KO/I, HA OTCYTCTBHE HeeKJIAPHUPOBAHHBIX BO3MOKHOCTEMH

a) MPUMEHSIETCS BO BCEX CITyJasiX;

0) MOKET IPUMEHSThCS KaK JOTIONHUTEIbHAS Mepa;

B) HE MMPUMEHSIETCS BOOOIIIE;

2. Ouenka3((eKTHBHOCTH PeaTH30BAHHBIX B PAMKAX CHCTEMBI 32U THI NEPCOHATBHBIX JAHHBIX
Mep 1o o0ecreyeHNI0 §e30MACHOCTH NMEePCOHATBHBIX TaHHBIX MPOBOIUTCS ONEPATOPOM

a) €XEroJTHO;

0) He peXke OAHOTO pa3a B 3 roja;

B) NPH BO3HUKHOBEHUH UHIIICHTA,

3. Kakoii peKBU3UT HAHOCUTCSI HA JOKYMEHTAaX, COAeP:KAIUX CBeJeHHUsl, COCTABJISIONINE KOMMeEp-
YecKyI0 TaliHy, B ciydae NMpeAocTaBJeHHs 00jajgaTeleM MO0 MOTUBMPOBAHHOMY TPeOOBAHUIO OpraHa
rOCyAapCTBEHHOH BJIACTH, HHOTO FOCYIapCTBEHHOI0 OPraHa, OpraHa MeCTHOI0 CaMOYIpaBJICHUA?

a) «Jns1 cimy»eOHOTr0 TI0Tb30BaHUs,;

0) HUKaKON PEeKBU3UT HE HAHOCHUTCS,

B) «KomMmepueckast TaitHa;

4. Texnuyeckue cpeacTBa HHGOPMALUOHHBIX CHCTEM, HCI0JIb3yeMbIX FOCYAapCTBEHHBIMH OpPra-
HAMHU, OPraHAMH MECTHOT'0 CAMOYNPaBJIeHHUs], FOCYIAPCTBEHHBIMU U MYHHLIUNIAIbHbIMH YHUTAPHBIMHU
NpeANnpPUATUSIMHE HJIH FOCYAAPCTBEHHBIMU U MYHHIUNIAIbHBIMH YUPeKIeHUSIMH,



a) TOJKHBI pa3MeliaTtbesa Ha Tepputopun Poccuiickoit @enepannu;

0) MOTyT pa3MelIaThCcsl Ha TEPPUTOPUH IPY>KECTBEHHBIX FOCYJapCTB;

B) MOTYT Pa3MeIIaThCsI IPOU3BOJIBHO;

5. JlesiTeIbHOCTH MO 3aIUTe KOHpHUIeHIHATbHOI HH(OPMALUN JTUIIEeH3UPYeTCsl B COOTBETCTBUH
€ M0JIOKeHUAMU:

a) @enepanpHoro 3akoHa ot 27 utoist 2006 1. Ne 149-03 «O6 nabopmarmu, THPOPMAITMOHHBIX TEXHO-
JIOTHSX U O 3aIiuTe HHGOPMaLIN»;

0) ®enepansHoro 3akona oT 04 mas 2011 1. Ne 99-03 «O nuneH3upoBaHUH OTAECIBHBIX BUAOB ACATEIb-
HOCTI»;

B) ®enepanpHoro 3akoHa ot 29 mtos 2004 r. Ne 98-D3 «O koMMepUeCcKOi TalHey,

6. s obecnedyeHHs: KAKOI0 YPOBHS 3aLIHIIEHHOCTH MEPCOHATBHBIX JAHHBIX HE00X0IUMO B TOM
YyHcJie co3aHHue CTPYKTYPHOIO0 Noapa3ieieHus, 0TBeTCTBEHHOI0 3a o0ecneyeHue 6e301aCHOCTH Iepco-
HAJIBHBIX JaHHBIX B HHGOPMALMOHHOIi clcTeMe, JIM0O BO3JI02KEHHe Ha OJHO U3 CTPYKTYPHBIX NOApa3-
AejeHuii pyHKIM Mo o0ecneyeHUI0 TaKoii Oe3omacHoCcTH?

a) Mo00r0 YPOBHSI 3aIIUIIIEHHOCTH;

0) TPETHETO U BBIIIIC;

B) BTOPOTO U BBIIIE;

T') IEPBOTO;

7. K 4yemMy MoKeT MpPHUBECTH YCTAHOBKA HAa Padouuii KOMINbLIOTEp HecaHKUHOHUpoBaHHoro 10,
cKkayaHHOro u3 cetu UHTEepHeT?

a) K HEOOOCHOBaHHOMY PacXoJy KOMIIBIOTEPHBIX PECYPCOB;

0) K BOSHHKHOBEHHUIO KOH(INKTOB MPH pabOTe MTATHBIX MPOrPaMM;

B) K BHEPEHHIO «TPOSHCKHUX» U LIMHOHCKUX MIPOrPaMM;

I') K HEYMBIIIIJICHHOMY 3apa)KeHUIO KOMIIBIOTEPOB BUPYCaMU;

1) BcE U3 MEPEeYHCICHHOTO.

8. IMomnexaTt Ju JUUEH3UPOBAHUIO YCJIYTrd MO MOHHTOPHHTY MH(OPMAIHOHHOH 0€30MaCHOCTH
CpeACTB M cucTeM MHpopMaTnzanuu?

a) MOJUIEKAT 110 OTAEIBHOMY PELICHUIO PYKOBOJCTBA JULIEH3UATA;

0) He ToJIeKaT;

B) MoJie)KaT 00s3aTeNBHO;

9. Oco0eHHOCTH TEXHHYECKOT0 PEryJIMPOBAHNS B YACTH Pa3padoTKH M YCTAHOBJIEHHS 00s13aTe b~
HbIX TpedoBannii ®CH Poccun u ®CTIK Poccenu onpenensirorest

a) 3akoHOAaTenbcTBOM Poccuiickoit Denepanmu;

0) [Ipe3unentom Poccutickoit denepanyu, [IpaButensctBom Poccuiickoii deepaiiny B COOTBETCTBHH C
UX MTOJTHOMOYHSIMU;

B) COOTBETCTBYIOIIUMH (eiepaIbHbIMUA OpraHaMy UCIIOJHUTEIbHON BIIACTH;

10. IoJ10:keHME O JIMLEH3MPOBAHUM IeATeTbHOCTH 10 pa3padoTke, MPOU3BOICTBY, pacnpocTpaHe-
HUI0 U(PPOBATBbHBIX (KpUITOrpagu4ecKuX) CPeACTB YCTAHABJIMBAET JMLIEH3MOHHbIC TPeOOBAHUS K
COOTBETCTBYIOIIEIi 1esITeJILHOCTH €O CPeACTBAMM, NMPeIHAZHAYEeHHBIMHU

a) JUTsl 3alUTHl HHPOPMAIIMHU, COJepXKaIlllel ePCOHANBHBIC TaHHbIC,

0) 1uist 3amuThl HTHQOPMAaMU KOH(DHIEHIIMATFHOTO XapaKTepa;

B) JUISl 3aLMTHI HHPOpPMALMHK, 00J1a1aTesIb KOTOPOH OCYIIECTBIISIET TEXHUUECKOE 00CTyKUBaHUE I (]-
POBANBHBIX (KpUNITOrpadUIECKIX) CPEICTB ISl 0O0eCTIeueHIS] COOCTBEHHBIX HYXKIT;

11. K xakoii 0TBETCTBEHHOCTH MOKeT ObITh MPHBJeYeH PA00THUK 32 HapylLIeHUe MPaBUJ HHOP-
MAaIMOHHOI 0e30NACHOCTH, NPUHATHIX B OPraHU3auN?

a) HE MOKET OBITh MPHUBJICYEH K OTBETCTBEHHOCTH;

0) TpaXkAaHCKO-TIPAaBOBOM W/WIIM aIMUHUCTPATUBHON W/HIIN YTOJIOBHOM;

B) Ipa)IaHCKO-TIPABOBOU W/WIIN aIMUHUACTPATHBHOI;

T') aAIMHHACTPATUBHOI;

1) TPaKAaHCKO-TIPaBOBOA;

3agaHuns OTKPbLITOro Tuna

1. Ha xako#f Cpok BbITaeTCsI ATTECTAT COOTBETCTBHUS TPESOOBAHISIM I10 3aIUTe WH(DOPMAITIH Ha TOCyaap-
CTBEHHYIO HH(POPMALMOHHYIO CHCTEMY?

2. B xakux nH(GOPMALMOHHBIX CUCTEMAaX B LIEJSX 3alIUTHl HHPOPMALUH MPELyCMOTPEHO 003aTeNbHOE
NpUMEHEHUE KBaTH(PULIUPOBAHHON 3JIEKTPOHHON MOATNCH?



3agaHusa € pa3BEpPHYTbIM OTBETOM

1. KaKue oCHOBHble MeponpUATUA NPOBOAATCA B rocyAapcTBEHHON MHPOPMaLMOHHOM cucteme ans
dopmupoBaHue TpeboBaHuMit No 3awuTe MHGOpPMaLUK.

Kputepun oLeHMBaHUA LLIkana oueHOK
Obyuatowmiica NpMBOAMT OCHOBHblE Meponpus- | OTanyHo (90-100 6annos)
TUA 3aLWUMTbl UHGOPMALUK B FOCYAAPCTBEHHbIX
MHPOPMALMOHHBIX cucTemax. NMoapobHo onucaH
KaKabl 13 3TanoB.
Ob6yyatowmiica NpMBOAMT OCHOBHblE Meponpus- | Xopowo (70-80 6annos)
TUA 3aLLMTbl UHGOPMALUK B FOCYAAPCTBEHHbIX
MHPOPMALMOHHBIX cucTemax. NoapobHo onucaH
KakAbli 13 3TanoB.. [JonycKkatoTca He3HauyuTeNb-
Hble HETOYHOCTW.
Ob6yuatowmiica gonyckaert ownbKy B nocnenosa- | YaosnetsoputenbHo (50-70 6annos)
TENIbHOCTU OCHOBHbIX MEPONPUATUIA 3aLUMUTbI UH-
dbopmaLmm B rocyAapcTBEHHbIX MHGOPMALMOH-
HbIX cMcTeMax. YacTUYHO onMcaH Kaxapli U3 aTa-
nos. OTBET He coAepPKUT rpybbix OLINOOK.
He npeacTaBneHbl 3Tanbl GopMmnpoBaHua Tpebo- HeynosneTtsopuTeibHO
BaHMM 3aWUTbl MHPOPMALMKN B TOCYAAaPCTBEHHbIX
MHPOPMALMOHHBIX cMcTeMax. MPUCYTCTBYIOT rpy-
6ble OWNOKM UAN HETOYHOCTH.

20.2. NMpomexyTo4yHana aTrectauums

MpomexyTouHasa aTTecTauus MOXET BKMo4aTb B ceba TeopeTnyeckne BOMPOCHI,
NO3BOMSAKOLINE OLIEHUTb YPOBEHb MOJSTYYEHHbIX 3HAHUIN U/MNN NPaKTUYecKne 3agaHus, Nos-
BONSAIOLIME OLEHNTb CTENEHb CHOPMUPOBAHHOCTU YMEHNIA N HABLIKOB.

Mpn oOuEeHMBaAHUM MOrYT WCMNOMb30BaTbCA KONMYECTBEHHbLIE WMW KAYeCTBEHHbIE
LLKanbl OLEHOK.

[nsa oueHMBaHNA pe3ynbTaToB OOy4YeHUA Npu NPOBEAEeHUN MPOMEXYTOYHOM aTTe-
cTauumn UCnonb3yTCs cnefyowmne cogepxatenbHble nokasaTenu (hopMynmpyeTcs C yye-
TOM KOHKPETHbIX TPeOOBaHUN ANCUMMNANHDI):

1) 3HaHMe HOPMAaTUBHbLIX OOKYMEHTOB, OCHOBHbIX ONpeneneHuin, NOHATUA N UC-
NoNb3yemMon TePMUHONOIY;

2) ymeHue npoBoauTb OBGOCHOBaHWe TpeboBaHM HOPMATUBHBLIX LOKYMEHTOB W
NPaKTUYECKNX MEpP UX peanuayrLmnx ¢ UCNOSIb30BaHNEM C UCMONb30BaHMEM cepTudmum-
POBaHHbIX CPeACTB 3amThl MHOpMaumu;

3) yMeHue cBs3biBaTb TpebOBaHNSE HOPMATMBHbBIX JOKYMEHTOB C NPAKTUKON, UNIHO-
CTpuUpoBaTb OTBET NPUMEPaAMU, B TOM YuMcCne, COGCTBEHHLIMWN, YMEHME BbISBMATbL U aHANW-
31MpoBaTb OCHOBHbIE 3aKOHOMEPHOCTU, NOSy4YEeHHbIE, B TOM YMChe, B XO4€ BbINOSTHEHUS Na-
BGopaTOpPHO-NPaKTUYECKUX 3aaHWUM;

4) ymeHne 0O0OCHOBLIBATL CBOW CYXKAEHUSA M NPOEeCCMOHanNbHYH NO3MLUMIO NO U3-
naraemomy BOMNpocCY;

5) BnageHwe HaBblkaMy NPOrpPaMMMPOBAHUA U aaMUHUCTPUPOBAHNA KOMMbIOTEP-
HbIX CUCTEM N CPEACTB 3aLMThbl B paMKax BbIMOMHAEMbIX NabopaTopHbIX 3agaHum;

6) BnNageHwe HaBblkaMu NPOBEAEHUSA KOMMbIOTEPHOrO 3KCNepUMeHTa, TeCTMpOBa-
HUSA KOMMNbIOTEPHbIX MOAENEN anropnTmMoB 06paboTkn nHpopmaumn.

PasnuyHble koMOGuHaLMM NepeyvmncneHHblX nokasaTenen onpeaenstoT KouTepum oLe-
HUBAHNA pe3ynbTaToB 00y4eHNs (CHOPMUPOBAHHOCTM KOMMETEHLN) HA rOCyaapCTBEHHOM
9K3ameHe:




—  BbICOKWUW (Yrny6neHHbIN) ypoBeHb CHOPMUPOBAHHOCTU KOMMETEHLNI;
—  MOBbIWEHHbIN (MPOABUHYTLIN) YPOBEHb COPOPMUPOBAHHOCTU KOMMETEHLNN;

— noporoBbi (6a3oBbIN) ypoBEHb CHOPMUPOBAHHOCTN KOMMETEHLIMN.

[nsi oLeHnBaHNs pe3ynbTaToB 00y4YeHMs1 Ha rocy4apCTBEHHOM 3K3aMeHe UCMOoMb3y-
eTcs 4-6annbHas WKana: «OT/IMYHOY», «XOPOLLUOY», «YAOBINETBOPUTENBHOY», «HEYAOBNETBO-
puTENbHOY. [INA OLEeHNBaHNS pe3ynbTaToB 00y4YeHNst Ha 3a4eTe NCMOoNb3yeTCs — 3a4TEHO,

HEe 3a4TeHO No pe3ylibTataM TeECTUPOBaHUA.

CoOTHOLLEHWNE NokasaTenewn, KpUTEPMEB U LUKarbl OLLEHUBaHNUS pe3ynbTaToB 0byye-
HMS Ha rocyapCTBEHHOM 3K3aMeHe NpeACcTaBreHo B crieaytollen Tabnumue.

KpMTepVIVI OLeHUBaHUS1 KOMMETEeHL MM U LLKana oueHOK Ha 3a4yeTe

KpuTepum oueHnBaHNss KOMNETEHLNI

YpoBeHb
chopmMMpOBaAHHOCTH
KOMMEeTEeHUnn

LLikana oueHok

O6yyatowniicss JEMOHCTPUPYET MOSNTHOE COOTBETCTBUE 3HAHWMN,
YMEHMWIA, HAaBbIKOB MO NMPUBEAEHHbIM KpUTEPUSIM CBOGOAHO one-
pvpyeT NOHATUIHBIM annapaToM W NPUoGPeTEHHBIMU 3HAHUSIMU,
YMEHUSIMU, NMPUMEHSIET UX NMPU peLleHnn NPakTMYecKnxX 3agday.

IMoBbILLEHHbIN YPO-
BEHb

OTRnYHO

OTBET Ha KOHTPOISIbHO-U3MEPUTENBHLIN MaTepuan He NOSIHOCTbI0
COOTBETCTBYET OQHOMY U3 NepeYnCcrieHHbIX BbILLE MOoKa3aTenen,
HO obyvawLwmnca gaeT npaBubHbIE OTBETbI HA LOMNOSNHUTENb-
Hble Bomnpockl. [pn 3ToM 06y4YaloLWMINCS OEMOHCTPUPYET COOT-
BETCTBME 3HAHWI, YMEHMWI, HABbIKOB NpMBEAEHHbIM B Tabnuvuax
nokasaTensam, HO A0NyCKaeT He3HaYUTENbHbIE OLUMOKN, HETOYHO-
CTW, UCMbITbIBAET 3aTPyaHEHUSI NMPU PELLIEHMN NPaKkTUYeCcKux 3a-
aau.

BbasoBblIi ypOBEHDb

XopoLuo

Ob6yyaowuncs eMOHCTPUPYET HEMOMHOE COOTBETCTBMNE 3HAHWN,
YMEHWIA, HaBbIKOB NpMBEAEHHbIM B Tabnmuax nokasartensm, Oo-
nyckaeT 3HaunTenbHble OLMOKN NPU PELLEHUN NPaKTUYECKMX 3a-
aau. Mpun 3ToM OTBET Ha KOHTPOSIbHO-U3MEPUTESBbHBIA MaTepuan
He COOTBETCTBYET NOObIM ABYM M3 MepeyncrieHHbIX nokasare-
nen, obyyaromincs AaeT HENOMHble OTBETbI Ha AOMOMHUTENbHbIE
BOMPOCHI.

[MoporoBbifi ypoBeHb

YnoBneTBo-
pUTENBLHO

OTBET Ha KOHTPOSbLHO-U3MEPUTENbHBIA MaTepuan He CooTBeT-
CTBYyeT MobbIM TpeM U3 nepeyncrieHHbIX nokasartenen. Obyyato-
LUMIACA OEeMOHCTPUPYET OTPbIBOYHbIE, (bparMeHTapHbIe 3HaHWS,
gonyckaert rpybble oLwmnbku

Heynosne-
TBOPU-
TenbHO

20.3. NpuMepHbIM NepeYeHb NPpaKkTUYECKUX 3afaHnKn, TeM pecepaToB, TEM Npe3eHTa-

LM, 4OKNA4OB, BOMPOCOB K 3K3aMeHy

Ne CopepxaHue
Cuctema ynpaBneHus nHgopmaumoHHow 6e3onacHocTbio. Mogenb paspaboTku, BHeApeHUs, yHK-

1 LIMOHMPOBAaHWS, MOHUTOPWHIa, aHanusa, NoaaepXXku 1 yny4yLlleHust CUCTeMbI ynpaBneHns nHdopMa-
LMOoHHOM 6e3onacHoCTw.

5 locypapcTBeHHas nHopmaLumoHHas cuctema, knaccbl 3aWwmwéHHOCTU MHAOPMaLMOHHON cu-
CTEMbI.

3 TpeboBaHus 0 3almTe MHPOPMaLuK, He COCTaBNSIOLLEN rOCYyaapCTBEHHYIO TaliHy, coaepallencs
B roCy4apCTBEHHbIX MH(POPMALMOHHbBIX CUCTEMAX.

4 [MoHATME KaTeropum NepcoHanbHbIX AaHHbIX. M1 €€ HopMaTUBHO-NPaBOBOE perynnpoBaHue.

5 OcCHoBHbIe 3Tanbl opraHnsaumm 06paboTkm n obecneyeHnss 6€30NacHOCTU NEPCOHANbHbIX AAHHbIX.

6 OnpepgeneHne ypoBHS 3aLLMLLEHHOCTH NEPCOHAarbHbIX AaHHbIX U Krnaccudukauus HpopmaumnoH-
HblX CUCTEM NepCOoHanbHbIX AaHHbIX

7 PopmmpoBaHme NOMMTUKM B OTHOLEHMM 06paboTKM NepcoHanbHbIX AaHHbIX.

8 PopmnpoBaHme obnvka n BHEAPEHNE CUCTEMbI 3aLMUThl NEPCOHANbHbIX AaHHbIX.

9 ObecneueHre 3awnTbl NEPCOHAaNbHbIX AaHHbIX B X04€ dKCMfyaTauum 1 Npy BbiBoAe M3 dKCnyaTta-
UM MHPOPMALMOHHOW CUCTEMbI MEPCOHANbHbBIX AaHHbIX

10 TpeboBaHusa 6e3onacHOCTU MHAOPMALIMN NPU UCTONBb30BaHUN KpUNTOrpadnyecknx CpeacTs 3a-
LUMTBI.

11 Mogenb yrpo3 6e3onacHoOCTU nHpopmauumu.

12 Mogenb HapywuTensa 6e3onacHOCTU nHopMaLmu.




13 BaHK gaHHbIX yrpo3 6e30nacHOCT! nHdopMauuu.

14 | Bo3aMmoxHble cnocobbl peanusaumm yrpo3 6e3onacHoCTy MHGOPMaLIMN.

15 Buabl yuiep6a 6e3onacHOCTU MHpOpMaLUN U MeToAb! €ro OLIEHKMU.

16 KoHTpornb BbinonHeHusi TpeboBaHuii no obecneveHunto 6e3o0nacHOCTU MHGOPMaLUK B rocyaapCTBEH-
HbIX MHOPMAaLMOHHBIX CUCTEMAX.

OueHka 3hEKTUBHOCTN MPUHUMAEMbIX Mep 3aLUTbl NEPCOHANbHbBIX AAaHHbIX B UH(OPMALIMOHHBIX
cUCcTEMax NepcoHanbHbIX AaHHbIX.

17

20.4. Npumep 3agaHus Ansa BbINOJIHEHUA NabopaTopHoOn paboTbl

Na6opartopHas pa6orta Ne15

KoHTponb BbinonHeHus TpeboBaHUn no obecnevyeHnto 6e3onacHoCcT MHQop-
MauuM B rocyaapcTBeHHbIX MHPOPMaLUMOHHbLIX cucTeMax. «YnpaBneHme nHdopma-
LMOHHOM 6e30nacHOCTLIO B onepauymnoHHomn cucteme Windows 10 ¢ ucnonb3oBaHMEM
NnokKasnbHbIX NOSINTUK 6€30NacHOCTU»

Lenb paboTbl: NnpakTniyeckoe mM3yvyeHne MeTonoB ynpaBrieHUss UHPOPMaLNOHHOM
6e30MacHOCTbI0 B COBPEMEHHbIX MH(POPMALMOHHBIX CUCTEMAX.

BapuanTt Ne1. HacTtporka npaBusn napofnibHOM 3almTbl BXo4a B MH(POPMaALMOHHYIO
CUCTEMY B COOTBETCTBUMN C TPeOOBaAHMSMN HOPMATUBHbLIX JOKYMEHTOB U KOHTPOSb UX Bbl-
NOSNHEHWUS.

20.5. NMpumep KOHTPOSNbHO-U3MEPUTENIBHOIoO MaTepuana

YTBEPXOAKO
3aBeaytowmi kacdeapon TexHonormm ob6paboTkn 1 3awmTbl MHoOpMaLmm

A.A. Cupota
. .2021

HanpaeneHune nogrotosku / cneunanbHocTb 10.03.01 MiHdopmaumoHHas 6e30nacHOCTb

Oucumnnunua 61.0.46 OcHoBbI ynpaBneHms nHpopMaLMOHHON 6e30NacHOCTbLIO

dopma 0by4veHna OyHoe

Bua KOHTpONs 3a4eT C OLEeHKOM

Bupa attectaumm [NpomexytoyHas

KoHTponbHO-u3meputenbHbin maTtepuan Ne 1

1. lNocymapcTBeHHas MHOPMAaLMOHHAsA CUCTEMA, KIacehl 3aLLMNLLEHHOCTU rocyaap-
CTBEHHON MHAOPMALIMOHHOM CUCTEMBI.

2. ba3soBble opraHM3aunoOHHbIE N TEXHUYECKNE MepPbI 3alLMTbl MHpopMaLmun, peanu-
3yemble B rocygapCTBEHHON MHGOPMALMOHHOM CUCTEME B paMKax ee CUCTEMbI 3aLLnTbI.

lNpenonaBaTenb C.A. Banbix
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